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The	practice	 of	medicine	has	 long	been	 supported	by	 information	 technology.		
Computer	systems	allow	doctors	to	record,	process	and	review	vast	quantities	of	
data	and	help	to	raise	standards	in	the	delivery	of	health	care	services.	
Portable	 medical	 monitoring	 systems	 are	 already	 available	 in	 hospitals,	 for	
diagnostic/sports	medicine	applications,	or	for	monitoring	workers	in	hazardous	
environments.	 	 There	 is	 ongoing	 academic	 and	 commercial	 research	 into	
wearable	 bio‐monitoring	 systems.	 	 The	 capabilities	 of	 wearable	 networks	 of	
sensors	 that	 monitor	 patients	 and	 deliver	 appropriate	 and	 timely	 medical	
information	are	continually	being	enhanced.	
Recent	 research	 has	 focussed	 on	 the	 use	 of	 mobile	 technologies	 for	 bio‐
monitoring.	 	 Devices	 such	 as	 smartphones	 have	 been	 proposed	 to	 manage	





on	 the	 availability	 of	 mobile	 Internet	 to	 communicate	 between	 the	 wearable	
monitor	 and	a	base	 station.	 	While	mobile	 Internet	may	be	pervasive	 in	 some	
developed	countries	it	raises	several	concerns	in	many	areas	of	the	world.	
In	Australia,	 for	 example,	where	 blanket	 geographic	mobile	 Internet	 coverage	
does	not	exist,	or	in	places	where	infrastructure	is	less	developed,	mobile	Internet	
may	not	be	a	pervasive	carrier.		While	the	dependence	on	mobile	Internet	may	be	
implied,	 current	 research	 does	 not	 appear	 to	 identify	 lack	 of	 mobile	 Internet	






Research	 in	 the	 field	 typically	 assumes	 Internet	 communications	 are	 always	
available.		No	system	reviewed	appeared	to	be	agnostic	as	to	the	communication	
method	between	patient	and	doctor.		None	of	the	systems	we	reviewed	propose	




we	assert	 that	 a	 system	 that	 assumes	a	 single	 “always	on”	 connection	using	a	
single	 type	 of	 carrier	 (Mobile	 Internet)	 may	 not	 be	 the	 most	 feasible	 in	 all	
circumstances.	
There	 is	 much	 focus	 on	 sensors	 and	 body	 area	 networks,	 as	 well	 as	
communications	between	those	sensors	and	a	control	module	worn	on	the	body.				
While	 such	 research	 is	 immensely	 valuable,	 it	 ignores	 part	 the	 end	 to	 end	
application	 topology	 and	 assumes	 that	 data	 communications	 and	 support	
infrastructure	exist.	 	Back‐to‐base	communications,	data	transmission	security,	
transmission	 robustness	 and	 data	 encryption	 or	 obfuscation	 all	 appear	 to	 be	






In	addition,	 little	 consideration	 is	given	 to	 the	need	 to	 reconfigure	 the	 remote	
monitoring	system	in	the	field.		It	is	assumed	that	the	function	of	the	network	of	
sensors	 is	 never	modified.	 	 However,	 consider	 a	 system	 that	 polls	 its	 sensors	













biomonitoring	 parameters	 to	 deal	 with	 an	 alarm	 condition	 or	 a	 change	 in	
monitoring	circumstances.	
We	also	highlight	features	required	to	implement	a	carrier‐agnostic	approach	to	





Our	 communications	 protocol	 possesses	 the	 attributes	 required	 to	 form	 the	
backbone	of	a	bio‐monitoring	system,	allowing	communication	to	occur	without	
reliance	 on	 any	 one	 underlying	 carrier.	 	 In	 reviewing	 the	 proposed	 solution	
against	existing	methods,	we	find	that	existing	methods	predominantly	rely	on	




robust	 communication	 by	 providing	 a	 fail‐over	 capability	 between	 multiple	
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of	 the	pregnancy,	we	discovered,	 in‐utero,	 that	 there	was	 a	 problem	with	 our	
baby.		A	congenital	heart	condition	had	been	diagnosed	and	this	diagnosis	meant	
















lungs	are	not	used	 in‐utero).	 	At	 the	point	of	birth,	 two	ducts	 still	 exist	 in	 the	
circulatory	system,	one	in	the	heart	called	the	foramen	ovale	and	another	between	
pulmonary	artery	 and	 aorta	which	 is	 called	 the	ductus	ateriosus.	 	These	ducts	
allow	 the	 blood	 from	 the	mother	 to	 flow	 around	 the	 body	with	 the	 ability	 to	
bypass	the	lungs.			












to	 treat	 the	 condition.	 	 She	 is	 now	 eight	 years	 old,	 and	 is	 happy,	 health	 and	










































at	 the	 time	of	 the	diagnosis.	 	The	use	of	 IT	 in	 these	processes	highlighted	 the	
capabilities	of	IT	systems	in	the	process	of	saving	lives.		This	is	an	ongoing	area	
of	research	and	subject	to	significant	work	and	funding.	




examines	 the	communications	options	 that	could	be	applied	 to	diagnostic	bio‐
monitoring	 systems	 in	 the	 failure	 of	 the	 assumption	 of	 a	 pervasive	 internet	





as	measurements	 for	respiration,	heart	 rate,	 temperature,	brain	activity,	heart	
activity,	or	blood	glucose	levels	for	diabetics	into	data	that	is	able	to	be	processed	
and	recorded.		For	a	compact	definition,	we	might	say	that:	














of	 modern	 developments	 in	 information	 technology	 to	 devise	 wearable	 bio‐
monitoring	systems	that	can	be	applied	in	a	number	of	application	such	as:	
 Athletes	 attempting	 to	 reach	 peak	 physical	 performance	 where	
monitoring	is	used	to	determine	biological	and	physiological	status	and	
define	where	to	focus	training	to	improve	performance	outcomes.	

















ZigBee	 to	 allow	 sensor	 data	 to	 be	 transmitted	 around	 the	 BAN	 and	 then	
aggregated	using	a	central	controller	device	worn	by	the	subject.		In	many	cases,	
research	shows	the	central	controller	as	a	smartphone	style	computer,	that	by	
default	 can	 provide	 capabilities	 to	 run	 applications,	 perform	 data	
capture/logging	and	provide	data	processing	capabilities.		These	attributes	allow	







benefits	 for	 diagnostic	 medicine.	 	 The	 subject	 groups	 above	 (and	 doubtless	
numerous	 others)	may	 be	 helped	 by	 using	 wearable	 bio‐monitoring	 systems.		






















and	 always‐on	 Internet	 connection,	 and	 that	 security	 and	 communications	
robustness	features	are	provided	by	this	ubiquitous	Internet	connectivity.			
We	contend	that	a	mobile	medical	monitoring	system	must	explicitly	 facilitate	




and	 fault	 tolerance	 and	must	 consider	worst‐case	 scenarios	 in	 an	 operational	
context	 to	 ensure	 the	 system	 can	 continue	 to	 provide	 useful	 functionality	 in	
adverse	environments.	
It	should	be	noted	that	we	are	not	proposing	that	all	systems	need	to	be	designed	










Appendix	 G	 for	 some	 examples	 of	 this).	 	 A	 fully	 realised	mobile	medical	 bio‐
monitoring	solution	must	consider	drop	out	and	lack	of	connectivity	and	should	
provide	 consideration	 to	 alternative	 communications	 such	 as	 radio,	 SMS	 and	
mobile	data	where	Internet	is	not	available.	
We	assert	that	a	system	which	relies	on	a	single	specific	type	of	data	connection	
may	 not	 be	 the	 most	 reliable	 or	 feasible	 for	 the	 environment,	 especially	 if	 it	
provides	 no	 secondary	 option	 for	 communications	 where	 the	 primary	 data	
communications	connection	fails.	









extended	 period	 of	 time	 [2].	 	 During	 monitoring,	 we	 contend	 that	 it	 is	 a	
reasonable	assumption	that	the	system	may	need	to	be	reconfigured	to	account	
for	 changes	 in	 the	 monitoring	 situation	 (i.e.	 a	 set	 of	 readings	 that	 raises	 an	
elevated	level	of	concern),	or	to	allow	for	environmental	changes	over	the	period	








wish	 to	decrease	 the	monitoring	 interval	 from	60	minutes	 to	near‐continuous	
monitoring	every	30	seconds.		We	would	assert	that	the	ideal	system	should	be	
able	 to	 remotely	 reconfigure	operating	parameters	 so	 that	 it	 does	not	 require	
physical	access	to	make	changes	to	monitoring	parameters.	
However,	 if	we	 implement	 remote	 configuration	 capabilities	 and	 facilitate	 the	
system	to	operate	in	the	field	for	extended	periods,	we	would	further	assert	that	







1. The	 safety	 of	 the	 patient/subject	 is	 paramount	 and	 the	 system	 must	
facilitate	all	possible	methods	to	ensure	that	a	subject	can	be	reliably	and	
robustly	 monitored	 no	 matter	 the	 environment	 and	 operational	
conditions	in	which	the	system	is	used.		This	means	fail‐over	to	alternate	





2. The	reliability	of	 the	data	sent	 from	a	patient	 to	 the	doctor	 is	essential.		
Biometric	 data	 sent	 from	 the	 remote	monitor	must	 be	 trusted	 because	
robust	and	fault‐tolerant	methods	of	communication	enable	this	trust.		It	
should	 be	noted	 that	 robustness	 and	 security	 are	not	 the	 same	 thing	 –	














We	 will	 investigate	 and	 propose	 how	 data	 from	 a	 monitoring	 system	 can	 be	
transmitted	 from	 the	 patient	 to	 the	 doctor	 over	 multiple	 communications	
methods	 and	 define	 the	 mechanisms	 by	 which	 the	 system	 can	 be	 controlled	
remotely	by	the	doctor	using	‘over	the	air’	methods.			
We	will	maintain	an	application‐agnostic	approach	–	that	is,	our	communications	
and	 control	 platform	 will	 be	 developed	 such	 that	 any	 bio‐monitoring	 system	
could	leverage	it.		A	proposed	extension	to	the	work	is	that	such	a	solution	could	





of	data	 in	a	bio‐monitoring	system.	 	We	will	 further	evaluate	how	data	can	be	







the	 backbone	 of	 the	 monitoring	 system’s	 communications	 capabilities	 while	














This	 thesis	will	 propose	 a	 communications	 system	 that	 addresses	 gaps	 in	 the	
current	 research	 –	 specifically	 those	 of	 carrier	 independence,	 fail‐over	 and	
redundancy,	 remote	 control	 and	 configuration	 management.	 	 We	 define	 a	
solution	 that	 is,	as	much	as	possible,	platform	and	application	 independent,	 to	
enable	the	maximum	application	of	this	work.			
We	 will	 remediate	 the	 issues	 outlined	 above	 and	 facilitate	 robust	 real‐world	
communications	 in	 a	 number	 of	 scenarios.	 	 The	 resulting	 communications	
platform	will	result	in	a	work	that	possesses	a	significance	and	contributes	to	the	
body	of	knowledge	in	this	area	on	several	levels:	
1. By	 addressing	 the	 communications	 link	 dependency	 (as	 opposed	 to	
agnosticism),	lack	of	redundancy;	automated	fail	over;	optimal	signal	path	
determination;	 remote	 diagnosis	 and	 remote	 control	 of	 the	 system,	we	





2. We	 add	 new	 capabilities	 to	 the	 bio‐monitoring	 solution	 to	 facilitate	
extended	 use	 in	 the	 field	 by	 allowing	 it	 to	 be	 remotely	 controlled,	
reconfigured	and	diagnosed.		This	will	make	a	monitor	more	suitable	for	
extended	 deployment	 in	 the	 field	 as	 its	 operations	 can	 be	 monitored,	










remote	 subject,	 and	 provide	 a	 level	 of	 trust	 in	 the	 system	 by	 way	 of	
ensuring	the	data	security	and	reliability.		By	addressing	critical	reliability	
and	failover	issues,	our	platform	supports	a	range	of	applications	such	as	
sports	 and	 performance	 medicine,	 or	 workplace	 health	 and	 safety	
monitoring.	 	 	 As	 much	 current	 research	 assumes	 a	 pervasive	 Internet	




detection,	 data	 reliability	 mechanisms	 and	 intelligent	 failover,	 we	 will	




solution	 contributes	 to	 the	 development	 of	 practical	 real‐world	
monitoring	solutions	to	increase	the	ability	of	the	medical	profession	to	





5. We	 can	 apply	 the	 system	 to	 operations	 outside	 the	 healthcare	 area.	 	 A	








environment,	 and	action	 taken	should	an	 issue	arise.	 	This	may	help	 to	




monitor	 an	 athlete	 attempting	 to	 reach	 peak	 performance	 or	 during	 a	
sporting	endeavour.		Real‐world	monitoring	for	athletes	outside	of	sports‐
medicine	 research	 centres	 (for	 example,	 a	 mountain	 climber	 during	 a	
climb)	may	therefore	become	easier	to	implement.	
	
7. By	 remaining	 application‐agnostic,	 our	 communications	 can	 apply	







We	 consider	 the	 communications	 implemented	 between	 a	 remote	 wearable	
monitoring	 system	 and	 a	 base	 station,	 and	 what	 infrastructure	 requirements	
these	mechanisms	impose	on	the	overall	system.		We	evaluate	the	capabilities	of	
a	 number	 of	 types	 of	 communications,	 and	 determine	which	 communications	











assuming	 specific	 carrier	 features.	 	We	 consider	 how	 the	 issues	 raised	 in	 our	
introduction	above	can	be	mitigated	to	provide	the	required	level	of	real‐world	
reliability,	 redundancy,	 security	 and	 performance	 to	 implement	 a	 monitoring	
system	for	use	in	human	medical	care.			
Finally,	 we	 demonstrate	 a	 fully	 developed	 protocol	 and	 communications	
mechanisms	to	show	how	the	conceptual	elements	of	the	model	can	be	built	into	
a	 real‐world	 application	 and	 could	 be	 placed	 into	 operation	 in	 a	 production	
system.			
In	support	of	these	goals,	the	structure	of	this	thesis	is	as	follows:	









Chapter	 3	 –	 Alternative	 communications	 mechanisms	 to	 transmit	 bio‐
monitoring	data:	We	identify	a	number	of	different	types	of	bio‐monitoring	data	
and	 evaluate	 alternative	 communications	 carriers	 that	 can	 supplement	 or	





between	 a	mobile	 bio‐monitoring	 system	 and	 a	 base	 station	 (and	 vice	 versa).		
Finally,	we	propose	a	high‐level	model	of	the	proposed	solution.	
Chapter	 4	 ‐	 Using	 multiple	 communications	 methods	 in	 the	 same	











Chapter	6	 ‐	Remotely	controlling	 the	monitoring	 system:	We	 evaluate	 the	
issue	of	remote	control	of	the	monitoring	system,	allowing	the	doctor	to	query,	
configure	and/or	reconfigure	the	bio‐monitoring	system	on‐the‐fly	without	the	
need	 for	 the	monitor	 to	 return	 to	 base	 or	 be	 physically	 interacted	with.	 	We	







facilitate	 these	 attributes.	 	 We	 examine	 impacts	 of	 this	 model	 and	 identify	
solutions	 to	 maintain	 carrier	 independence	 while	 providing	 the	 data	
transmission	 capabilities	 that	we	 require.	 	 	 	We	 evaluate	 how	 the	 system	 can	
detect	when	 transmission	become	 lost	or	 corrupted	and	propose	mechanisms	
whereby	 data	 that	 is	 lost	 can	 be	 detected	 at	 the	 destination	 as	 a	 result	 of	 its	
absence.			
Chapter	 8	 –	 Reporting	 issues	with	 the	 alarm	message:	 	 We	 consider	 the	
process	when	issues	occur	at	the	remote	monitor	and	propose	methods	by	which	
we	can	report	to	the	base	station	that	there	is	an	issue.		We	propose	the	types	of	
alarm	 message	 that	 are	 required	 to	 facilitate	 issue	 reporting,	 and	 propose	






context	of	 its	 feasibility	 for	 real‐world	 implementation.	 	We	 consider	whether	
carrier	 agnosticism	 is	 possible	 in	 medical	 monitoring	 systems,	 review	 the	
practical	 considerations	 for	 real‐world	 carrier	 agnosticism,	 evaluate	 whether	
such	communication	can	be	seamless	for	the	user	of	the	system	and	look	at	the	
potential	 for	 real	 work	 implementation	 given	 the	 hardware	 we	 have	 today.		
Finally,	 in	 the	context	of	 the	above,	we	 identify	 considerations	and	 limitations	
during	implementation.	
Chapter	10	–	Conclusions	and	future	work:	We	examine	the	outcome	of	the	
previous	 chapters,	 raise	 our	 conclusions	 and	 present	 a	 final	 summary	 of	 the	
solution.	 	We	propose	additional	developments	and	potential	enhancements	to	
















telemedicine	 and	 biometric	 monitoring,	 where	 sensors	 with	 communications	
capabilities	 interact	 to	 form	 personal	 body	 area	 networks	 for	 use	 in	 medical	
monitoring.			
Since	Jovanov’s	paper	was	published,	research	into	these	systems	shows	no	signs	
of	 abatement.	 	 There	 is	 ongoing	 research	 into	 the	 development	 of	 wearable	
portable	medical	monitoring	 systems.	 	 Ramsetter	 [4]	 and	Hussain	 [5]	 discuss	






In	 addition	 to	 research	 occurring	 in	 bio‐monitoring	 systems,	 research	 into	
information	 technology	 applications	 in	 biomedicine	 and	 bio‐monitoring	 also	
appears	 to	 be	 prevalent,	 especially	 around	 use	 of	 novel	 materials	 and	 new	








with	 identification	 of	 novel	 new	materials,	 production	 techniques	 and	new	or	
improved	 mechanisms	 for	 the	 use	 of	 existing	 technologies	 and	 materials	 to	
improve	the	sensitivity	and	performance	of	sensors	used	to	measure	vital	signs	
and	medical	symptoms.	
There	 is	 much	 laudable	 research	 in	 the	 field	 of	 bio‐monitoring,	 and	 research	
covers	the	gamut	of	this	field.	 	However,	the	research	often	focusses	on	purely	
academic	 outcomes	 solving	 one	 or	 more	 bio‐monitoring	 conundrums,	 from	
development	 of	 specific	 new	 sensors	 that	 address	 a	 current	 shortcoming	 in	
available	products	through	to	creation	of	entire	wearable	body	area	networks	of	






It	 is	 apparent	 that	 there	 is	 a	 ‘standard’	 model	 that	 has	 been	 assumed	 for	 a	
wearable	medical	 monitoring	 system	 (e.g.	 Otto	 [12]).	 	 This	model	 consists	 of	





























Given	 the	 similarities	 between	 the	 system	 architectures	 reviewed	 in	 the	


















for	monitoring	 a	 subject	 (portability,	wearability,	 independence	 for	 the	 user),	
whilst	leaving	plenty	of	scope	for	further	research	and	development	(for	example,	
the	nature	and	size	of	 the	sensors,	 the	communications	between	 the	elements	





2.3	 The	 requirements	 of	 a	 real‐world	 biometric	 monitoring	
system	
A	 bio‐monitoring	 system	 intended	 for	 use	 in	 medical	 care	must	 consider	 the	
safety	of	the	patient	and	the	robustness	of	the	system	as	paramount	elements	in	
the	proposed	solution.		We	highlighted	these	two	key	requirements	in	chapter	1.	
The	 fundamental	 issue	 that	 concerns	 this	 research	 is	 that	 current	 work	 into	
remote	 medical	 monitoring	 systems	 does	 not	 consider	 many	 real‐world	
implementation	requirements	and	leads	to	proposed	solutions	that	are	difficult	
or	 impossible	 to	 apply	 in	 reality.	 	 Research	 that	 does	 not	 consider	 real‐world	
requirements	 for	 patient	 care	 has	 a	 lower	 probability	 of	 successful	
















and	 become	 fixated	 on	 working	 within	 the	 confines	 of	 a	 pre‐existing	
infrastructure	 which	 supplies	 both	 constant	 connectivity	 and	 a	 reliable	
communications	infrastructure,	something	which	may	in	reality	not	be	present	in	
all	use	cases.			
Our	 review	 of	 the	 existing	 quantum	 of	 research	 has	 identified	 that	 there	 are	
several	features	of	the	overall	medical	or	bio‐monitoring	system	that	appear	to	
be	 the	 subject	 of	 a	 lesser	 focus,	 or	 which	may	 be	 absent	 altogether	 from	 the	
solution	proposed	in	some	systems.		While	none	of	our	issues	alone	is	critical	or	
would	cause	a	monitoring	system	to	fail,	when	combined	they	have	the	potential	
to	 cause	 a	 significant	 detriment	 to	 a	 viable	 and	 practical	 portable	 wearable	
medical	bio‐monitoring	system.				
In	their	paper	[13]	Varshney	identifies	several	potential	issues	with	existing	and	
















Some	 of	 the	 issues	 in	 Varshney’s	 work	 relate	 to	 the	 real	 world	 commercial	
implications	of	these	systems	in	a	business	or	operational	sense.		For	example,	
Varshney	discusses	the	requirements	for	a	new	business	model	supporting	such	




design	 a	 system,	 we	 believe	 that	 the	 issues	 relating	 to	 the	 operational	
implementation	 and	 deployment	 of	 a	 monitoring	 system	 in	 the	 context	 of	 a	
hospital	 or	 medical	 centre	 are	more	 relevant	 to	 the	 system	 once	 it	 has	 been	
developed	 commercially	 and	 deployed.	 	 However,	 many	 of	 Varshney’s	 other	
issues	 are	 relevant	 to	 our	 research	 into	 the	 communications	 for	 a	 wearable	
portable	monitoring	system.	
Kwak	 et	 al	 [14]	 assert	 that	 there	 are	 three	 main	 areas	 of	 concern	 around	
healthcare	monitoring	systems.	 	They	state	 that	 the	areas	of	 legal	 compliance,	
privacy	and	security	are	paramount.			
With	 regards	 to	 security,	 we	 would	 assert	 that	 it	 is	 essential	 that	 proposed	
solution	 take	 into	 account	 both	 potential	 attacks	 against	 the	 system,	 and	 the	
security	of	data	within	the	system.		While	Kwak	et	al	state	that	most	papers	they	
reviewed	take	security	against	attack	into	account,	they	do	not	identify	security	
of	 data	 as	 having	 the	 same	 amount	 of	 coverage.	 	 The	 authors	 further	 identify	
privacy	 of	 information,	 the	 obfuscation	 of	 patients	 and	 their	 results,	 and	 the	
encryption	 of	 all	 transmissions	 as	 requirements	 for	 any	 system.	 	 Finally,	 they	

























Hanson	 discusses	 the	 componentry	 of	 BAN	 based	 systems	 and	 identifies	 the	
overriding	infrastructure	used	by	such	a	system,	including	Internet	and	Intranet	
connections	 as	 integral	 parts	 of	 the	 architecture.	 	 While	 many	 of	 Hanson’s	
requirements	are	aligned	issues	that	we	have	identified,	Hanson	also	falls	into	the	
common	trap	of	such	research,	where	he	makes	a	fundamental	assumption	of	the	




need	 for	 reconfiguration	 the	 system	while	 it	 is	 deployed	 in	 the	 field.	 	Hanson	













2.4	 Defining	 our	 requirements	 for	 monitoring	 system	
communications	












































































to	 fall	down	 in	one	or	more	of	 the	areas	 that	we	would	consider	 to	be	critical	
requirements.		This	is	discussed	in	section	2.5	below.	
	
2.5	Considering	existing	proposed	 systems,	 their	 features	and	
perceived	shortcomings	
Oliver	 [16]	 proposes	 a	 system	 based	 around	 mobile	 smartphones	 using	
additional	sensors	 linked	via	Bluetooth.	 	This	system	is	aimed	at	physiological	
monitoring	 of	 movement	 and	 heart	 rate	 in	 relation	 to	 the	 subject’s	 exercise	
patterns	and	performance.			











network,	or	of	how	 the	data	 is	protected	 from	external	attack	or	 interception.		
Additionally,	there	is	no	discussion	of	encryption,	encoding	or	obfuscation	of	the	
data	stored	on	the	smartphone	so	that	 it	 is	protected	should	the	system	(or	at	
least	 the	 smartphone	component)	 fall	 into	 the	wrong	hands.	 	 In	 these	days	of	
privacy	 legislation	 and	 litigation	 for	 misuse	 or	 abuse	 of	 personal	 data,	 the	
omission	of	secure	storage	for	medically‐related	information	could	be	considered	
a	serious	omission	in	the	proposed	solution.	
Vitek	et	al	 [17]	discuss	 the	use	of	ZigBee	 for	 the	 transmission	of	physiological	
information	between	a	patient	and	medical	personnel.		In	their	implementation,	
hardware	and	sensors	for	the	measurement	of	body	temperature	and	pulse	rate	





protocol,	 modular	 conception	 with	 advantage	 of	 simple	 expansion,	 setup	
simplicity,	maintenance	and	low	price.”[17]	











various	hardware	devices,	 there	appears	 to	be	no	 concept	of	 fail‐over	or	 fault	
tolerance,	 and	 it	 is	 unclear	 what	 happens	 if	 a	 module	 fails	 or	 is	 subject	 to	
interference	whilst	it	is	an	active	part	of	the	network.			
Modules	added	 to	 the	network	automatically	search	 for	a	compatible	network	

















conceived,	 using	 ZigBee	 channel	 architecture	 to	 define	 different	 networks	 in	
different	 hospital	 zones.	 	 However,	 there	 appears	 to	 be	 no	 discussion	 of	 data	
encryption	around	the	network.		There	is	also	no	information	on	fault	tolerance	





the	 ability	 to	 determine	 if	 a	 sensor	 or	 patient	 has	 fallen	 off	 the	 network.	 	 A	













of	 how	 this	 authentication	 entails,	 or	 what	 it	 is	 intended	 to	 achieve.	 	 Finally,	
remote	 (re)configuration	 is	 absent	 from	 the	 features	 and	 capabilities	 of	 the	
proposed	system.	





sensor	 system	 that	 can	 be	 customized	 to	 an	 individual	 patient’s	 needs.	 This	

















of	 the	 transmissions	 between	 monitoring	 system	 and	 doctor’s	 base	 station,	
through	 the	 use	 of	 SSH	 communications.	 	 The	 authors	 also	 discuss	 further	
development	of	 the	system	to	use	alternative	methods	of	secure	data	transfer,	
although	the	incorporation	of	such	methods	is	deferred	to	further	research.	
The	 Medic	 data	 is	 aggregated	 into	 a	 central	 medical	 monitor	 accessed	 by	




Medic	 provides	 the	 best	 conceived	 overall	 approach	 to	 a	 real‐world	 system,	









We	 would	 contend	 that	 a	 discussion	 on	 transmission	 fail‐over,	 the	 ability	 to	
reconfigure	 the	 remote	 sensors	 and	 remote	monitoring	 controller,	 security	 of	
data	 and	 alternatives	 to	 Internet	 to	 allow	 the	 system	 to	 be	 used	 in	 a	 remote	
location	use	would	enhance	this	system	significantly.	
Tay	 [20]	 discusses	 “a	 remote	 vital	 signs	monitoring	 system,	 which	 integrates	
wireless	body	area	network	(WBAN)	and	personal	digital	assistant	(PDA)	phone	
technology.	Four	different	physiological	signs,	e.g.,	ECG,	SpO2,	temperature	and	
blood	 pressure,	 can	 be	 continuously	 acquired	 or	 derived	 from	 two	 wireless	
sensor	 nodes—ECG	 sensor	 and	 integrated	 SpO2/temperature	 sensor.	 Once	




confirmed,	 all	 physiological	 signs	 and	 critical	 indices	 will	 be	 immediately	
transmitted	 to	 patient’s	 PDA	 phone	 through	 Bluetooth	 and	 further	 relayed	 to	


























casual	 eavesdropping	 during	 calls	 or	 transmissions.	 	 In	 recent	 years,	 A5	




allow	 decryption	 of	 GSM	 based	mobile	 transmissions	 encrypted	 using	 the	 A5	
algorithm	family	(potentially	in	real	time)	[21,	22].			
Finally,	 the	 ability	 to	 configure	 the	 system	 remotely	 is	 absent	 –	 in	 fact,	 the	





Hu	proposes	a	method	 through	which	 the	communications	of	 the	sensors	 to	a	
data	aggregator	such	as	a	PDA	can	be	made	more	resilient	and	more	tolerant	of	
network	conditions	inside	the	BAN.		The	quality	of	service	and	resiliency	of	the	
network	 communications	 is	 paramount	 in	 this	 work.	 	 A	 proposed	 system	




how	aggregators	 are	 identified	and/or	 authorised,	 and	how	 transmissions	 are	
encoded,	encrypted	or	obfuscated	to	prevent	misuse.		Configuration	is	a	function	
of	sensors	present	in	the	network,	but	appears	fixed	once	deployed.		The	system	
does	 not	 assume	 an	 ever‐present	 Internet	 connection,	 as	 its	 own	 network	 of	
sensors	 and	 aggregators	 facilitates	 the	 onward	 transmissions	 to	 a	monitoring	
station.	
Otto	 [12]	proposes	a	 solution	 that	provides	a	highly	 configurable	 system	with	
user‐definable	options	at	virtually	every	level.		This	solution	consists	of	sensors	





















In	 a	 recent	 patent	 application	 [24],	 Ali	 et	 al	 discuss	 a	 wearable	 medical	
monitoring	 system	 that	 incorporates	 a	 cognitive	 transmitter	 that	 “checks	
detected	frequency	spectra	for	unused	bandwidth	and	recommends	one	or	more	
bands	 on	 which	 to	 transmit	 clinically	 relevant	 information	 received”.	 	 This	




while	 this	 is	 fine	 in	 a	 controlled	 usage	 scenario	 (i.e.	 for	 hospital	 based	
monitoring),	 the	 proposed	 solution	 is	 dependent	 on	 a	 single	 communication	
carrier	back	to	base.		If	the	underlying	carrier	is	not	available,	this	system	will	fail.		
No	alternate	transmission	mechanisms	are	present	if	no	frequency	is	currently	
available	 for	use	within	 the	bandwidth	 range	allocation	granted	 to	 the	device.		
This	may	mean	the	proposed	solution	will	suffer	from	congestion	as	more	devices	
in	the	network	consume	more	of	the	frequency.	
Lubecke	 et	 al	 [25]	 propose	 that	 the	 ever	 increasing	 Internet	 of	 Things	 could	
facilitate	 e‐Health	 monitoring	 in	 the	 home.	 	 They	 note	 that	 as	 monitoring	











an	 astronaut’s	 environment.	 	 The	 solution	 interacts	 directly	 with	 the	 subject	
being	monitored,	 using	 “sound	 and	 vibration	 if	 any	 dangerous	 thresholds	 are	
surpassed”.		In	this	system,	the	communication	with	the	base	station	via	wireless	
technologies	is	discussed,	and	a	single	transmission	carrier	enabled	(which	one	




configuration	 instructions.	 The	 system	 receives	 data	 from	 base	 station,	 including	
patient	 calls,	 vital	 sign	 data,	 configuration	 data,	 location	 data	 and	 command	





monitoring	 solution	using	 low	power	 components,	 there	 is	 additional	work	 to	be	
done	in	order	to	make	a	real‐world	solution.		
Huang	et	al	[28]	discuss	a	“universal	interface”	that	can	be	used	to	integrate	modules	
of	wearable	medical	monitoring	 equipment.	 	 They	 propose	 a	 solution	where	 “all	
kinds	of	function	modules	and	host	of	a	remote	medical	monitoring	equipment”	can	
be	 interconnected	 into	 a	 single	 system.	 	 Their	 implementation	 “improved	 the	
flexibility	of	monitoring	equipment	but	also	reduced	 the	complexity	of	 the	design	
processes”	by	allowing	a	modular	design	in	the	wearable	system	allowing	modules	
to	 be	 swapped	 appropriately.	 	 The	 system	 proposed	 in	 this	 paper	 addresses	
requirements	that	we	consider	essential	in	real‐world	multi‐purpose	bio‐monitors	













Postema	 [30]	 identifies	 that	 a	 key	 factor	 preventing	 implementation	 of	 home	
healthcare	systems	is	stability	of	internal	and	external	environments	in	which	the	
healthcare	 system	 operates.	 	 This	 could	 easily	 apply	 to	 the	 stability	 and	
availability	 of	 the	 network	 communications	 systems	 to	 support	 a	 monitoring	
system.	
Boyle	 [31]	 identifies	 issues	 with	 wireless	 technologies	 which	 should	 be	
considered	 for	 wearable	 monitoring	 systems.	 	 Specifically,	 Boyle	 refers	 to	
electromagnetic	 interference	 issues	 around	 various	 wireless	 technologies,	
implications	for	transmission	reliability	and	interference	between	devices	where	
numerous	different	devices	may	be	used	in	a	small	area.		Boyle	also	discusses	the	
potential	 health	 issues	 related	 to	 electromagnetic	 waves,	 and	 that	 we	 must	













Yang	et	al	 [32]	 speaks	 to	 research	 in	 this	 transmissions,	and	outlines	how	 the	
switch	 from	 GHz	 to	 THz	 communications	 has	 facilitated	 new	 concepts	 in	
communications	 to	 be	 evaluated	 for	 short	 range	 use	 within	 the	 body,	 thus	
facilitating	 addition	 types	of	 sensors	 and	 “network	on	a	 chip”	 applications	 for	
health	 monitoring.	 	 While	 these	 are	 novel	 new	 uses	 of	 the	 increasing	
communications	technologies	that	are	being	developed,	they	do	not	address	the	
underlying	concerns	that	we	have.	











nodes,	and	the	 implementation	of	the	UWB	communications.	 	Again,	 this	work	
supplements	the	work	we	are	undertaking	but	does	not	offer	a	solution	to	the	
issues	of	link	redundancy,	fail	over	and	best	signal	path	selection	over	distance.	
Ameen	 [36]	 identifies	 a	 number	 of	 quality	 of	 service	 issues	 with	 body	 area	





data	not	 specifically	 to	 their	 use	 in	medical	monitoring,	we	 choose	 to	 exclude	






stored.	 	 It	 references	 the	 IEEE1457	and	HL7	medical	document	standards	and	
discusses	how	HL7	 is	a	more	suitable	 standard	 for	medical	data	 transmission.		




our	 own	 issues	 relating	 to	 the	 security	 of	 the	 data	 in	 storage	 and	 during	
transmission.		The	advantage	of	Gatton’s	work	is	that	it	introduces	a	use	for	an	
existing	 data	 storage	 standard	 which	 facilitates	 the	 concise	 and	 regimented	
transmission	 of	 medical	 data.	 	 When	 overlaid	 with	 our	 own	 communications	
protocol	 to	 facilitate	 system	 functionality	 such	 as	 remote	 configuration	 and	
missing	message	identification,	we	believe	that	the	work	outlined	by	Gatton	et	al	
could	prove	to	be	immensely	beneficial.			
Ramsetter	 [4]	 identifies	 a	 number	 of	 issues	with	 pervasive,	 portable	wireless	
network	 systems	 such	 as	 the	 medical	 monitoring	 systems	 in	 which	 we	 are	








can	be	 established).	 	 	We	believe	 that	Ramstetter’s	work	 aligns	with	 our	 own	
issues,	 as	 the	 paper	 discusses	 the	 assumption	 that	 the	 wireless	 body	 area	













the	 provision	 of	 the	 carrier	 agnostic	 communications	 we	 are	 proposing,	 its	






















A	 fundamental	 assertion	 of	 this	 work	 is	 that	 the	 application	 using	 our	
communications	solution	is	a	bio‐monitoring	system.		On	this	basis,	we	must	look	
















Temperature	 0	 ~50	 Degrees	C	 Binary	
integer	
1	
Heart	Rate	 0	 ~200	 Beats	per	minute	 Binary	
integer	
1	































sorts	 of	 data	 we	 might	 conceivably	 send	 from	 a	 bio‐monitoring	 system.	 We	
acknowledge	 that	 there	are	other	medical	and	biometric	data	types	 that	could	
conceivably	be	transmitted,	and	we	discuss	some	limitations	to	the	data	we	might	
transmit	in	a	later	section	of	this	chapter.	
To	 encode	 such	data,	we	must	 cater	 for	 the	 predominant	 features	 of	 the	 data	
types:	
 Values	are	predominantly	positive	integers.		Negative	encoding	may	not	be	









































The	 implication	 of	 this	 is	 that	 for	 some	medical	 data,	 we	may	 not	 be	 able	 to	







as	 discussed	 in	 Appendix	 G	 there	 are	 limitations	 to	 the	 availability	 of	mobile	
Internet	by	virtue	of	limitations	of	related	mobile	communications	infrastructure.		
Access	 to	 suitable	 mobile	 telephone	 services	 or	 gaps	 in	 geographic	 coverage	
mean	that	mobile	Internet	is	not	available	everywhere.			
If	we	assume	mobile	Internet	is	our	communication	method	of	choice,	we	must	
assume	the	presence	of	 suitable	mobile	services	 to	provide	access	 to	 Internet.		
Coverage	 information	 from	 carrier	web	 sites	 (appendix	 G)	 shows	 that	mobile	
services	in	many	areas	provide	a	minimum	service	level	of	GSM900	and	GSM1800	
services.	 	While	 this	may	provide	mobile	 telephony	and	a	mobile	modem	data	
connection,	it	is	not	necessarily	a	service	level	that	will	enable	3G	or	other	high	




slower	 than	 3G	 and	 4G	 Internet	 equivalents.	 	 Mobile	 data	 also	 requires	 a	




If	 carriers	 show	a	minimum	service	 level	of	GSM900	and	GSM1800	where	 the	
















robustness	 for	 data	 transmission	 that	 is	 commensurate	 with	 the	 medical	
monitoring	purpose	to	which	we	will	put	the	carrier,	then	should	we	not	use	these	






















transmissions.	 	 (As	 an	 aside,	 consider	 that	 6	 –	 8	 SMS	 can	 be	 concatenated	




We	 should	 consider	 the	 distance	 over	which	we	might	wish	 to	 transmit	 data.		
Bluetooth	or	ZigBee	could	be	used	for	data	transmission.		However,	if	we	add	the	
requirement	for	transmission	over	significant	distance	(for	example,	assuming	a	
use	 case	 of	 a	 doctor	 in	 the	 hospital	 monitoring	 a	 patient	 at	 home)	 we	 can	
therefore	 potentially	 define	 a	 set	 of	 communications	 methods	 that	 excludes	
certain	common	short‐range	communications	such	as	ZigBee,	Bluetooth	and	ad‐















that	 proven	 technologies	 with	 well	 documented	 use	 cases	 and	 operational	






propose	 any	 novel	 new	 communications	 carriers	 in	 our	 evaluation	 of	
alternatives.			
Portability	
Our	 final	 consideration	when	 selecting	 alternative	 communication	methods	 is	
their	 applicability	 to	 wearable	 medical	 monitoring.	 	 To	 properly	 facilitate	 a	
wearable	 bio‐monitoring	 solution,	 the	 communications	 mechanism	 should	 be	




service	 such	 as	 satellite	 data	 that	 has	 significant	 antenna	 or	 hardware	
requirements.	
An	overview	of	the	requirements	for	our	communications	methods	

































requirements.	 	 The	 following	 list	 shows	 a	 number	 of	 readily	 available	

























to	“accept and reliably deliver data over a variety of communications links between 
two signalling terminals”	 [49].	 	 The	 protocol	 implements	 a	 number	 of	
communications	 types	 (Layer	 3	 protocols),	 including	 TCP/IP,	 AppleTalk	 and	
native	AX.25	communications.		The	information	frame	type	in	AX.25	appears	as	
follows	[50]:	
















































































































































segment	 leaving	 an	 available	 user	 data	 segment	 per	 SMS	 of	 134	 octets	 once	
concatenation	occurs.		The	6	octets	are	used	as	follows:	
OCTET	 PURPOSE	
1	 Concatenated	 short	 message	 reference	 number.	 	 This	 is	 the	
identity	of	 the	concatenated	SMS,	and	 is	 the	same	 for	all	of	 the	
component	messages	 in	 the	message	 set.	 	The	 receiving	device	









The	 limitation	 arises	 because	 SMS	 does	 not	 implement	 delivery	 guarantees,	
schedules	or	delivery	of	messages	in	the	order	they	were	sent.			
Considered	 this,	 it	 is	 apparent	 that	 once	 we	 utilise	 more	 than	 8	 SMS	 in	
concatenation,	the	chance	of	losing	one	message	in	the	set	becomes	too	high	for	
us	to	consider	this	a	feasible	part	of	a	robust	messaging	system.		Accepting	this	
reasoning	and	 limiting	our	practical	CSMS	message	 to	 the	upper	bound	of	 the	
Fernandes	recommendation,	namely	8	SMS	in	a	single	concatenated	message,	we	
find	a	possible	data	payload	 range	of	 (134	x	8	octets)	=	1072	octets.	 	This	 is	 a	
significant	enhancement	to	the	capacity	of	a	single	SMS	and	provides	a	user	data	
segment	that	allows	a	variety	of	data	to	be	transmitted.	
However,	 we	 must	 also	 consider	 the	 downsides	 of	 Concatenated	 SMS	 that	







or	 inaccurate	data	and	so	must	be	discarded.	 	This	 implies	a	need	 to	use	data	
validation	mechanisms	if	using	Concatenated	SMS	in	order	to	protect	our	system	
from	 incomplete	 messages.	 	 The	 requirement	 for	 validation	 will	 be	 further	
discussed	later	in	this	work.	
SMS	is	sent	using	commonly	available,	proven	mobile	telephone	hardware	as	well	










and	what	 another	 device	 can	 receive	 and	 decode.	 	 The	 two	 ends	 of	 a	 sender‐
receiver	chain	must	agree	on	what	 formats	can	be	 transmitted	using	 the	MMS	
messaging	protocol	between	them.	
MMS	 requires	 components	 including	 a	 sender	 and	 receiver,	 which	 in	 turn	















7. MMS	 Proxy‐Relay	 routes	 forward	 the	MMS	 to	 each	 target	MMS	 Proxy‐
Relay	via	the	MMSR	interface.	
8. The	MMS	 is	 stored	by	 the	MMS	Server	 associated	with	 the	 target	MMS	
Proxy‐Relay.	





























over	 the	 GSM	 capable	 network,	 and	 requires	 no	 additional	 infrastructure	 to	
support	it.		MMS	requires	IP	network	support,	as	according	to	the	Open	Mobile	
Alliance,	 much	 of	 the	 multimedia	 messaging	 content	 is	 moved	 around	 via	 IP	
networking	 features	 and	 may	 actually	 occur	 outside	 of	 the	 traditional	 GSM	
services.	 	 The	 requirements	 to	 send	 or	 receive	 an	 MMS	 may,	 in	 some	 cases,	
approach	the	requirements	for	a	mobile	Internet	connection	and	thus	it	must	be	



























unlimited	fashion	via	serialised	data	stream.	 	Typically,	 transmissions	occur	 in	
blocks,	with	one	end	“talking”	followed	by	an	acknowledgement	from	the	other	
“end”	of	the	call.			




even	 before	 any	 data	 is	 transmitted.	 	 Our	 tests	 using	 a	mobile	 telephone	 to	 a	





































a	wireless	communications	 technology	 that	 is	 simple,	 secure,	and	everywhere.	
You	can	find	it	in	billions	of	devices	ranging	from	mobile	phones	and	computers	
to	medical	devices	and	home	entertainment	products.	 It	 is	 intended	to	replace	
the	cables	connecting	devices,	while	maintaining	high	levels	of	security.”	[55]	
Bluetooth	has	made	significant	inroads	into	modern	technology	and	is	present	in	








to	 100	metres.	 	 In	 all	 cases,	 these	 ranges	 fail	 to	meet	 the	minimum	 distance	
requirements	that	we	have	established	for	our	system.	






ZigBee	 is	 a	 wireless	 communications	 standard	 that	 is	 both	 low	 power	 and	




metres	 [58],	 ZigBee	 fails	 to	 meet	 the	 distance	 constraint	 of	 our	 system	
requirements,	 and	 so	 cannot	 provide	 the	 communications	 backbone	 between	
monitor	and	base	station.	
Wi‐Fi	


















evaluates	which	 of	 the	 communications	methods	we	 reviewed	 provides	 them	
natively:	







Yes	 Yes Yes Yes	 Yes
Data	
capacity	
Unlimited	1 140	octets	2 Unlimited	1 Unlimited	1	 Unlimited	1
Native	
encryption	




No	 –	 set	 on	
each	 station	
by	the	user	




No	 –	 set	 on	
each	 station	
by	the	user	
Yes Yes No	 No	
Error	
correction	
Yes	3	 No	4 No	4 No	4	 Yes	3













































No	 Yes Yes No	 Yes
Table 7. Features	of	the	different	communications	methods	










Table	 7	 identifies	 few	 common	 features	 across	 all	 potential	 communications	




based	on	network	 characteristics	 such	 as	 load	 and	device	 connectivity.	 	 Some	
methods	 identify	 the	 sender	 via	 network	 functionality	 (i.e.	 SMS,	 MMS)	 while	
others	do	not	inherently	do	this	(i.e.	data	modem	connections).				
The	differences	in	features	between	the	communications	methods	means	that	in	





If	we	discard	 all	 differences,	 these	 communications	methods	 share	 a	 common	
baseline	of	a	user	definable	data	segment	with	a	capacity	of	at	least	140	octets	of	
user	data.		This	common	data	segment	can	transmit	the	types	of	information	we	
have	 identified	 for	 a	 bio‐monitoring	 solution.	 	 They	 can	 transmit	 data	 over	 a	
distance	 greater	 than	 a	 kilometre,	 and	 are	 all	 readily	 available	 using	 person‐
portable	 equipment.	 As	 such,	 they	 meet	 the	 fundamental	 requirements	 we	
established	in	table	3.	





for	 our	 solution,	 ignoring	 or	 supplementing	 a	 network	 sender	 ID	 if	 such	 is	
defined.			
Following	 the	 lowest	 common	 denominator	 principal,	 we	 must	 discard	 any	
features	that	are	not	globally	available	across	all	of	our	communication	methods.		


























the	message	 and	 apply	 it,	 especially	when	broadcast	 communication	methods	




















to	maximise	 reliability,	 and	 reassemble	 them	 into	 a	 single	 data	 package	 after	
reception.	
Message	age		




The	maximum	 time	 for	 which	 a	 message	 should	 be	 considered	 usable	 in	 the	
system	should	be	an	attribute	of	any	medical	data	transmission.		This	time	limit	
can	be	defined	by	the	application,	but	encoding	it	with	the	message	provides	a	
safe	 guard	 to	 ensure	 that	 the	 system	 does	 not	 use	 out	 of	 date	 or	 obsolete	
information.	
Security	Mode	
If	 out	 communication	 protocol	 is	 carrier‐	 and	 application‐agnostic,	 then	 we	
should	provide	the	facility	to	identify	and	apply	security	to	message	content.		This	
attribute	will	 define	 the	mode	 by	which	 a	message	 has	 been	 secured	 against	
unintended	use.		For	example,	the	value	here	could	identify	the	use	of	encryption,	


















The	 space	 in	which	 our	 application’s	 data	 can	 be	 stored	 during	 transmission.		
Despite	 any	of	 the	other	 features	 or	 attributes	mentioned	 above,	 the	message	





































of	 these	disparate	 carriers	 to	provide	all	 of	 the	above	attributes.	 	With	 this	 in	
place,	 we	 can	 implement	 a	 carrier	 agnostic	 communications	 mechanism	 that	
retains	 its	 usefulness	 to	 a	 bio‐monitoring	 solution	 independent	 of	 any	
assumptions	about	the	nature,	availability	and	features	of	the	underlying	carrier.			
With	these	capabilities,	this	facilitates	a	mechanism	to	allow	a	fail‐over	between	
carriers,	where	 the	 same	 transmission	 packet	 can	 be	 sent	 on	 via	 any	method	













To	 validate	 the	 data	 transmission	 capabilities	 of	 each	 communication	method	
proposed	 against	 these	 requirements,	 a	 simple	 test	 rig	was	 established	 using	
appropriate	hardware	for	each	type	of	communication.			
The	test	protocol	was	as	follows:	
































































The	 message	 was	 entered	 into	 an	 SMS	 on	 the	 Nokia	 phone	 (figure	 13)	 and	













format	 on	 the	 Nokia	 phone	 (there	 is	 no	 explicit	 method	 in	 the	 phone	 user	



















The	 tests	 were	 conducted	 by	 sending	 the	 same	 message	 100	 times	 over	 the	






















100	 99 1	2 5	seconds	 17	seconds
SMS	 100	 100 0 3	seconds	 35	seconds
MMS	 100	 100 0 4	seconds	1	 50	seconds
Mobile	
Data	













was	second	 fastest	 in	 these	 tests	with	rapid	reception	(on	 the	same	network).		
MMS	was	next	fastest,	with	AX.25	at	1200	baud	followed	by	mobile	data	coming	
in	 last	 in	 terms	of	 comparative	 transmission	 speed	 (as	a	 result	 of	 the	need	 to	
handshake	to	establish	communications	parameters).	 	 	 It	should	be	noted	that	
mobile	 data	 would	 potentially	 be	 faster	 than	 AX.25	 if	 the	 mobile	 data	
transmission	averaged	9600	baud	and	its	underlying	connection	was	maintained	
between	transmission,	reducing	the	overhead	from	handshaking.	










specifically	 those	 for	 requirement	 4	 ‐	 that	 we	 can	 support	 fail‐over	 amongst	
different	communication	channels	for	the	same	message,	and	we	can	therefore	
look	to	establish	the	“best”	communication	method	for	a	message	at	a	particular	
time,	 and	 for	 requirement	 1	 –	 that	 it	 allows	 us	 to	 remove	 the	 reliance	 on	 a	
pervasive	 Internet	 connection,	 facilitate	 communication	 over	 more	 than	 one	

















A	 bio‐monitoring	 system	 where	 the	 user	 can	 be	 monitored	 by	 a	 health	







use	 case	 for	 our	 system.	 	 Specifically,	while	 supporting	 the	 data	 transmission	
between	a	doctor’s	base	station	and	patient’s	wearable	bio‐monitor,	we	should	
consider	 that	 in	 a	 healthcare	 context,	 the	 doctor	may	monitor	more	 than	 one	




and	 receiver)	 of	 our	 bio‐monitoring	 application,	 independently	 of	 the	









for	 a	message	 frame	 that	 provides	 communications	 independence	 in	 the	 bio‐

















To	 address	 all	 of	 the	 requirements	 identified,	 we	 propose	 a	 communications	
framework	 that	 incorporates	 an	 application	 layer,	 communication	 layer	 and	
























This	 module	 provides	 the	 interface	 between	 the	 application	 and	 the	
communications	packet.	
	The	 message	 management	 layer	 facilitates	 communications	 operations	 in	 a	





o Take	 a	 set	 of	 parameters	 and	 create	 a	 message	 packet	 in	 the	
defined	format	
 Message	decode	
o Take	 a	message	 packet	 and	 extract	 each	 of	 the	 attributes	 of	 the	
message	into	parameters	
 Message	send	
o Implement	 the	selection	algorithm	for	 the	“best”	signal	path	and	


































payload	 to	 carry	 application	 specific	 data.	 	 The	 message	 packet	 will	 provide	








The	message	protocol	defines	 the	 structure	of	messages	used	by	our	 solution.		
The	 message	 protocol	 packet	 is	 encoded	 into	 the	 user	 data	 segment	 of	 the	





We	 identified	 communication	methods	 suitable	 for	 our	 solution	 in	 chapter	 3.		
Each	one	provides	user	data	capabilities	of	varying	capacity	but	little	in	the	way	







































































































































































































































































































































































9	 therefore	provides	 the	maximum	application	data	capability	 (field	16)	while	
still	providing	all	of	the	capabilities	we	require.			
The	message	protocol	 fields	are	 length	delimited	 in	a	standard	structure.	 	The	
protocol	defines	the	allowable	content	of	each	field.	However,	certain	fields	(for	
example,	 message	 type)	 may	 have	 application	 specific	 usage,	 meaning	 and	
interpretation	(see	later	in	this	chapter	for	more	on	this).			































Identifies	 the	specific	message	protocol	 format	 that	 this	message	conforms	 to.		


















of	 message,	 for	 example	 control	 messages,	 alarm	 messages	 or	 general	 data	
messages.	 	 The	 message	 type	 field	 allows	 the	 receiver	 to	 process	 a	 message	
appropriately.	
The	 basic	 functional	 requirements	 for	 the	 monitoring	 system	 imply	 that	 the	
remote	monitor	needs	to	send	a	message	to	the	base	station.		If	we	extend	this,	
we	 should	 also	 support	 the	 ability	 of	 the	 base	 station	 (that	 is,	 the	monitoring	
physician)	 to	“get	an	update”	at	 the	monitoring	subject	and	“poll”	 the	monitor	
directly	to	receive	the	latest	readings	on	an	ad	hoc	basis.			
The	 ability	 to	 update	 the	 configuration	 of	 the	monitor	while	 it	 is	 in	 the	 field	



























































193	 11000001	 Remote	originated	message	– sent	by	the	monitor	to	the	base	at	
a	pre‐defined	interval,	with	receipt	requested	




11000011	 Ad‐hoc	 poll	 response	 from	 monitor	 to	 base,	 with	 receipt	
requested	
196	 11000100	 Remote	 control	 message	 from	 base	 to	 monitor,	 with	 receipt	
requested	


































Remote	 originated	 message	 – sent	 by	 the	















An	 application	 and	 carrier	 agnostic	 communication	 protocol	 may	 be	 used	 to	
transmit	 and	 manage	 data	 for	 more	 than	 a	 single	 application	 within	 the	
communications	 infrastructure.	 	 This	 is	 especially	 relevant	 to	 broadcast	









identify	 messages	 that	 relate	 to	 it	 and	 therefore	 ensure	 only	 the	 intended	




in	 a	 single	 communications	 infrastructure	 must	 be	 controlled	 to	 ensure	 that	
application	ID’s	are	uniquely	allocated	to	an	application	in	an	infrastructure.					
In	addition	to	identification	of	discrete	applications,	the	application	ID	may	also	
be	 used	 to	 allow	 partitioning	 of	 messages	 within	 a	 single	 communications	






If	 only	 a	 single	 application	 exists,	 the	 application	 ID	 should	 be	 00000001,	 or	
“default	 application”.	 	 Where	 a	 more	 open	 application	 landscape	 or	










The	 sender	 and	 recipient	 device	 ID’s	 are	 24‐bit	 (3	 octet)	 device	 identification	
fields	 and	 should	 be	 allocated	 uniquely	 within	 a	 particular	 application.	 	 This	
allows	unique	identification	of	16,777,215	devices	which	should	be	adequate	to	
uniquely	 identify	 a	 device	 within	 an	 application	 and/or	 communications	















from	 an	 “allowed”	 device	 before	 it	 actions	 the	 message	 (i.e.	 allow	 the	















a	 remote	 monitor	 must	 be	 aware	 of	 its	 base	 station’s	 ID	 to	 correctly	
address	messages.		A	base	station,	however,	must	maintain	a	directory	of	

























it	 is	 possible	 to	 shorten	 device	 ID’s	 to	 2	 or	 even	 a	 single	 octet,	 depending	 on	
















application	 architecture	 supports	 this	 –	 namely	 a	 broadcast	 message.	 	 The	




implementation	 to	 enable	 broadcast	 functionality	 across	 all	 carriers	 –	 for	
example	broadcast	on	SMS	vs	Radio	would	require	 two	different	 transmission	






be	necessary	 to	send	a	message	 to	each	station	 in	 the	network	either	 through	
some	form	of	bulk	addressing	or	one	message	at	a	time.		This	imposes	logistical	
difficulties	 such	 as	 considerations	of	 the	 time	 to	propagate	 the	message	 to	 all	
recipients,	the	effective	lifespan	of	the	message,	whether	the	validity	period	and	
timestamp	are	modified	for	each	transmission	of	the	message,	and	so	on.	
As	a	result	of	our	carrier	agnosticism,	 the	broadcast	 ID	 is	proposed	only	as	an	



















The	 application	 populates	 the	 message	 ID	 with	 any	 non‐zero	 24‐bit	 binary	



























bits	 are	 set	 to	 01	 and	 the	 6	 least	 significant	 bits	 are	 used	 to	 manage	 the	
concatenation.		The	field	is	thus	split	into	three	sub‐fields	as	per	Figure	23:	




The	 most	 significant	 two	 bits,	 01,	 define	 the	 message	 as	 concatenated.	 	 In	 a	
concatenated	message,	the	message	ID,	sender	ID,	receiver	ID	and	application	ID	
should	remain	the	same	for	all	messages	in	the	concatenated	set.	





done	 by	 Fernandes	 [46]	 who	 notes	 that,	 due	 to	 the	 lack	 of	 internal	 error	
correction	and	fault	tolerance	in	SMS,	practical	reliable	limits	for	concatenation	
in	SMS	are	between	6	and	8	individual	messages,	despite	the	fact	that	the	SMS	
message	protocol	supports	a	 theoretical	concatenation	 limit	much	higher	 than	
this.	 	To	be	 truly	carrier	agnostic,	we	must	work	within	 the	constraints	of	 the	
lowest	capability	of	each	potential	carrier.			

































three	 messages	 in	 the	 set	 to	 identify	 that	 the	 three	 concatenated	 parts	 are	
components	of	the	single	whole	message.	
The	protocol	concatenation	can	be	used	on	any	carrier.		This	may	even	be	the	case	
for	 serial	 type	 communications,	 where	 requirements	 of	 the	 application	 or	
constraints	imposed	by	the	environment	may	indicate	that	multiple	short	bursts	





Application‐specific	 uses	 of	 the	 field	 are	 supported	 by	 setting	 the	 two	 most	








The	message	 generation	 timestamp	 defines	 the	 time	 at	which	 a	message	was	
generated	by	its	originator.		This	timestamp	implies	that	each	message	originator	
within	an	application	shares	the	same	reference	time.	





















 The	 field	 should	 be	 convertible	 to	 a	 valid	 date	 and	 time	 (i.e.	






























































































propose	 that	 the	 header	 is	 never	 encrypted	 as	 all	 data	 is	 obfuscated	 and	 the	
header	carries	no	personally	identifiable	data.		As	such,	encryption	applies	to	the	
user	data	segment.			
The	 use	 of	 this	 octet	 is	 application	 specific.	 	 Any	 non‐zero	 value	 defines	 that	


















occurred	 during	 transmission.	 	 Our	 protocol	 incorporates	 three	 independent	
checksums	encoded	with	a	view	to	increasing	the	likelihood	of	the	system	being	
















































































































































Upon	 receiving	 the	 message,	 the	 receiver	 extracts	 the	 value	 of	 the	 message	














































































































































based	 on	 the	 type	 of	 message	 being	 sent.	 	 For	 example,	 in	 a	 configuration	
message,	 information	 may	 be	 encoded	 into	 the	 UDSG	 to	 define	 the	 new	
configuration	of	the	remote	monitor.		In	an	information	message,	the	UDSG	may	










A	 data	 package	 received	 on	 any	 of	 our	 carriers	 should	 contain	 a	 complete	






To	 check	message	 validity,	 the	 first	 thing	we	 should	 do	 is	 determine	 that	 the	
correct	volume	of	data	has	been	delivered.		Message	start	is	delimited	by	the	start	




















that	 variants	 of	 the	 message	 protocol	 can	 extend	 either	 ID	 field	 to	 provide	
additional	identification	capacity	as	required	in	an	application	specific	context.	
Identifying	the	intended	receiver	of	a	message	
Where	 our	 carriers	may	 use	 broadcast	 capability	 (radio,	 for	 example),	 and	 to	
cater	 for	scenarios	such	as	misaddressing	of	a	message,	 receiver	 identification	
allows	us	to	define	who	a	message	is	intended	for.		This	ID	will	function	the	same	








There	 are	 many	 potential	 usage	 scenarios	 for	 messages	 in	 a	 bio‐monitoring	
solution.		Messages	could	be	request/response	polling	(send	me	your	data	now),	
device	 originated	 transmissions	 (here	 is	 my	 regular	 data	 transmission),	
emergency	medical	readings	(I	have	an	emergency	threshold	reading),	 remote	
configuration	messages	(please	turn	on	sensor	X),	and	so	on.	


















Some	 of	 our	 carriers	 feature	 store‐and‐forward	 delivery	 which	 may	 take	
significant	time.		In	such	a	case,	data	received	may	no	longer	be	current.		For	bio‐














Upon	 receipt	 of	 a	 message,	 comparing	 the	 current	 application	 time	 to	 the	










In	 addition	 to	 validating	message	 length,	 each	message	will	 contain	 a	 validity	

















segment.	 	 Finally,	 the	 third	 checksum	 is	 calculated	 on	 the	 overall	 message	
including	 header,	 application	 data	 and	 the	 other	 two	 checksums.	 	 Specific	
discussion	on	the	assurance	of	data	validity	can	be	found	in	chapter	7.	
Transmitting	application	specific	data	
Field	 15,	 the	 application	 user	 data	 segment,	 in	 our	 protocol	 facilitates	
transmission	 of	 application	 data	 for	 bio‐monitoring.	 	 The	 capacity	 of	 the	
application	data	segment	is	determined	by	the	carrier	in	use.	 	After	the	header	
block	is	written	(a	consistent	size	for	any	carrier),	any	remaining	data	capacity	in	
a	 message	 is	 available	 for	 the	 application	 data.	 	 The	 size	 of	 the	 maximum	










Some	 potential	 carriers	 that	 we	 may	 use,	 such	 as	 SMS,	 have	 specific	 and	
potentially	restrictive	limits	on	the	size	of	messages.		To	transmit	more	data	than	





Our	 carrier	 independent	 concatenation	 mechanism	 uses	 multiple	 individual	
messages	on	any	carrier	(or	potentially	over	different	carriers)	to	send	the	data	
volume	that	the	application	requires.		For	example,	using	the	most	limited	carrier,	































Concatenation	 is	 only	 required	when	 our	 communication	method	 is	 data	 size	
restricted.		With	carriers,	such	as	Internet	or	serial	data,	where	data	capacity	is	
large	or	potentially	 infinite,	 concatenation	 is	not	 required.	 	As	 such,	while	 the	










































octets	 if	greater	 than	an	8‐bit	value	 is	required).	 	Each	octet	contains	8	bits	of	
binary	data	representing	a	single	unsigned	binary	number	between	0	and	255.		
More	 than	 one	 octet	 can	 be	 concatenated	 into	 a	 single	 field	 value	 to	 provide	

















For	a	 field	 that	 requires	a	range	up	 to	65535	we	concatenate	 two	consecutive	
octets.		Thus,	for	a	value	of	256,	we	encode:	












have	 limited	 our	 field	 definitions	 to	 discrete	 octet	 boundaries.	 	 Should	 data	
capacity	become	an	overriding	issue	for	the	header,	bitwise	encoding	could	be	
evaluated	to	determine	the	savings	that	can	be	made	in	the	header.	
















for	 defining	 the	 usage	 matrix	 for	 each	 “switch”	 in	 the	 octet(s)	 for	 whatever	




























In	 table	1,	we	 identify	 a	number	of	 requirements	 and	associated	performance	
indicators	that	are	required	for	a	carrier	agnostic	communications	solution.	
Through	 the	 protocol	 attributes	 defined	 in	 this	 chapter,	we	 have	 addressed	 a	
number	of	the	performance	indicators.		Specifically,	by	defining	a	set	of	attributes	
that	 facilitate	 appropriate	 communication	 features	 without	 relying	 on	 the	
attributes	 of	 any	 one	 carrier,	we	 remove	 the	 reliance	 on	 a	 pervasive	 Internet	





Through	 the	 structure	 of	 our	 header	 and	 the	 attributes	 defined	 therein,	 we	
obfuscate	 data	 by	 not	 sending	 personally	 identifiable	 data	 in	 the	 header.	 	We	
support	 the	 use	 of	 encryption	 in	 the	 user	 data	 segment,	 and	will	 expand	 this	
concept	in	Chapter	7.		We	support	robustness	through	the	inclusion	of	multiple	
data	checksums,	and	by	incorporating	high	resolution	sender/receiver	message	
























method	 Send	 takes	 a	 protocol	message	 and	 sends	 it	 via	 a	 nominated	 carrier,	
method	Select	will	evaluate	 the	carriers	currently	available	 to	 the	system,	and	










































transmission,	 might	 define	 that	 SMS	 was	 the	 most	 suitable	 mechanism	 over	
which	 to	 transmit	 (as	 it	 requires	 a	 lower	 quality	 of	 signal	 than	 Internet,	 for	
example).	 	However,	 Internet	may	be	 the	priority	choice	where	near‐real	 time	
transmission	 is	 required	 for	 larger	 packets	 of	 data.	 	 Radio	may	 be	 the	 choice	
where	infrastructure	for	GSM	mobile	communications	is	limited	or	inconsistent.		
Each	decision	would	be	made	based	on	 the	environment	 and	use‐case	 for	 the	
particular	application.		Our	protocol	supports	such	varied	use	cases	as	we	do	not	
depend	on	any	specific	carrier.	









facilities	 provided	 by	 that	 hardware.	 	 The	 validation	 of	 a	 carrier’s	 ability	 to	
transmit	will	not	be	an	agnostic	operation,	but	the	same	capability	will	be	enabled	
for	 each	 carrier,	 using	 the	 carrier’s	 specific	 methods	 to	 determine	 if	 a	
transmission	should	be	attempted	over	that	carrier.		
What	if	no	carrier	is	available?	
For	medical	monitoring,	 we	must	 account	 for	 the	 scenario	where	 there	 is	 no	
















































































process	 to	 handle	 this	 occurrence	 (and	 it	 should	 implement	 specific	 defined	








































and	 transmission	 attempted,	 success	 of	 the	 transmission	 from	 the	 carrier	
hardware	define	whether	the	message	was	sent	successfully.		
Where	 the	 message	 is	 not	 sent	 successfully,	 the	 system	 should	 manage	 this.		


















































The	message	receive	module	 looks	 for	notification	of	new	messages	 that	have	
been	received	by	any	carriers	currently	operational	within	the	system,	checks	for	
carrier	 level	 errors	 and	 takes	 the	messages	 received	 and	 passes	 them	 to	 the	


































and	 the	 devices	 that	 provide	 transmission	 capabilities	 for	 the	 system.	 	 The	
hardware	 specific	 control	will	 be	 different	 for	 each	 type	 of	 hardware	 used	 to	
access	a	particular	carrier.		The	modules	to	interface	with	carrier	hardware	are	








While	 a	 device	 specific	 implementation	 is	 required	 to	 allow	 our	 solution	 to	






















































1	 100	 100	 0	 100	 0	
2	 100	 100	 11	 100	 0	
3	 98	 98	 22	 0	 98	





























and	 proposes	 retry	 capabilities	 to	 ensure	 the	 communication	 capability	 is	 as	










Remote	 control	 of	 the	 monitoring	 system	 allows	 the	 base	 station	 to	 query,	
configure	and	reconfigure	the	system	on	demand	whilst	in	the	field.		This	allows	
the	doctor	to	react	to	changing	monitoring	scenarios	and	removes	the	need	to	

















































Another	 scenario	 to	 consider	 is	 that	whilst	 reviewing	 a	 remote	 subject,	 if	 the	
doctor	notices	data	implying	an	adverse	event	or	condition,	obviously,	this	should	
be	investigated	further.		Consider	scenarios	such	as	the	following:	









 A	 diabetic	 may	 suffer	 hypoglycaemia,	 or	 too	 low	 blood	 sugar,	 risking	
diabetic	shock	and/or	coma.			
Depending	 on	 the	 nature	 of	 the	 data,	 a	 change	 of	 monitoring	 sensors	 or	












bio‐monitoring	 system	 that	 the	 operator	 can	 make	 changes	 to	 the	 monitor’s	
configuration	whilst	it	is	in	use	on	a	remote	subject.		However,	this	functionality	
obviously	comes	with	certain	risks.			
Considering	 the	 uses	 for	which	 bio‐monitoring	 systems	will	 be	 employed,	 the	
system	must	be	able	to	provide	absolute	assurance	that	the	remote	monitor	has	
applied	 any	 change	 in	 configuration	 correctly,	 and	 that	 it	 has	 applied	 it	
successfully.	 	The	support	for	remote	configuration	further	implies	the	need	to	
support	a	remote	request	to	the	monitor	to	send	its	configuration	without	any	
change	being	performed.	 	Finally,	 the	provision	of	this	 function	should	require	






























new	 sensors	 and	 different	 hardware	 or	monitoring	 configurations.	 	While	 the	
application	 will	 determine	 how	 to	 utilise	 the	 specific	 values	 transmitted	 in	 a	
control	message,	we	define	a	simple	command	and	control	structure	that:	










provide	 the	 maximum	 available	 application	 user	 data	 capacity.	 	 We	 could	
consider	adding	fields	to	the	message	header	for	control	messaging	(in	fact,	we	
developed	 a	 mechanism	 to	 do	 this	 in	 our	 2010	 work	 on	 SMS	 based	
communications	[45]).		However,	in	a	carrier	agnostic	situation,	where	we	might	






Figure	 41	 illustrates	 the	 impact	 of	 using	 header	 fields	 for	 control	 and	
configuration	 functionality.	 	 While	 we	 could	 establish	 control	 fields	 in	 our	
message	header	and	include	them	as	part	of	the	standard	message	structure,	not	
every	message	will	be	a	control	message.		In	cases	where	we	do	not	send	a	control	
message,	 those	 header	 control	 octets	 are	 unused	 in	 that	 message	 but	 the	
application	user	data	segment	is	always	reduced	by	their	allocation	in	the	header.		
As	such,	rather	than	defining	control	header	 fields	 in	every	message,	a	control	
message	 type	 that	 uses	 only	 the	 pre‐existing	 MTYP	 field	 in	 the	 header	 can	















As	 our	 system	 is	 agnostic	 as	 to	 the	 nature	 of	 the	 monitoring	 hardware	 and	
communication	 carriers,	 our	 control	messages	must	be	 able	 to	 control	 a	wide	














identified	 for	 use,	 medical	 research	 into	 biometric	 monitoring	 is	 a	 hotbed	 of	
activity	(refer	chapter	2)	and	there	are	many	novel	new	approaches	to	sensors,	
sampling	and	measurement	 tools	 (for	example	 [76],[77]).	 	Any	bio‐monitoring	
system	must	allow	for	the	addition	of	new	sensors	into	the	monitoring	ecosystem	
over	 time.	 	 Therefore,	 any	 control	 message	 framework	 should	 support	
application	specific	hardware	and	sensors.	





system.	 	 For	 example,	 to	 provide	 a	 holistic	 view	 of	 the	 subject’s	 environment	
during	monitoring,	sensors	such	as	location	(GPS),	accelerometer	and	orientation	
sensors	may	 be	 used	 to	 show	where	 the	 subject	 is	 located	 and	 how	 they	 are	
moving	 (or	 not)	 at	 the	moment	 [78].	 External	 environmental	 sensors	 such	 as	
ambient	temperature,	humidity	and	air	pressure	may	provide	a	more	complete	
picture	 of	 the	 subject,	 their	 location,	 their	 condition	 and	 identify	 any	 adverse	
elements	 in	 their	 environment.	 	 We	 must	 therefore	 assume	 sensors	 may	 be	
included	in	the	remote	monitor	that	are	not	simply	for	biometric	measurement.	












bio‐monitoring	 applications,	 different	 patients	 will	 have	 different	 needs	 and	





For	 example,	 one	 patient	 may	 require	 the	 gamut	 of	 sensors	 for	 an	 overall	
combined	 monitoring	 picture,	 while	 another	 patient	 may	 be	 the	 subject	 of	 a	
focused	study	and	require	blood	pressure	and	heart	rate	readings	on	a	regular	










The	 system	 is	 comprised	 of	 a	 base	 station,	 and	 one	 or	 more	 remote	 bio‐
monitoring	 systems	 containing	 a	 variety	 of	 sensors.	 	 Messages	 flow	 bi‐
directionally	between	the	base	and	the	monitor	–	for	example,	the	base	might	ask	
for	 an	update	 from	 the	monitor,	or	 the	monitor	may	automatically	 generate	 a	
message	to	base	based	on	time,	alarm	condition	etc.		However,	while	we	can	have	







To	prevent	 unauthorised	use,	 a	 remote‐control	message	 can	be	 issued	 from	a	
base	station	which	is	registered	on	the	remote	monitor	as	authorised	to	send	such	
messages.	 	 It	 should	 be	 noted	 that	 there	 is	 no	 specific	 requirement	 to	 limit	
configuration	changes	to	a	single	base‐station	device.	 	The	remote	monitor	can	




receiver	 ID	should	action	 the	control	message.	 	This	gives	 rise	 to	a	number	of	
constraints	 around	 the	 transmission	 of	 control	 messages	 and	 their	
acknowledgements	(figure	44):	
 An	application	using	control	messages	must	implement	configuration	to	
identify,	 on	 each	monitor,	 the	 authorised	 senders	who	may	 transmit	 a	
control	message.	










The base station sends a 
control message to the 
remote system
Base Station
The remote monitor sends a 















































































































16	 bit	 (2	 consecutive octets) binary	 number	 sets	 the	
number	of	seconds	between	remote	originated	messages	to	




























A	 binary	 switch,	 where	 each	 bit	 represents	 an	 active	 or	
inactive	 sensor	 state,	 with	 the	 Least	 Significant	 Bit	 as	
sensor	1.	
	
For	 our	 framework,	 we	 assume	 that	 a	 single	 remote	
monitoring	 system	 will	 implement	 no	 more	 than	 40	
physical	sensors	per	remote	monitor.		This	limitation	could	
be	modified	for	specific	implementations	but	we	believe	40	




We	 use	 5	 consecutive	 octets	 (8‐bit	 x	 5	 =	 40	 bits)	 to	
represent	the	total	switch	pack	for	all	sensors.		Sensor	1	is	
represented	by	 the	Least	 Significant	Bit.	 	 The	 application	
will	 be	 responsible	 for	 mapping	 sensor	 ID	 numbers	 to	
actual	devices.			
	





















































The	 next	 two	 octets	 identify	 the	 sample	 interval	 for	 the	







































































8 7 6 5 4	 3	 2	 1




This	 gives	 us	 a	 range	 of	 ‐99,999.99	 to	 +99,999.99	 as	 our	












































format	 of	 octets	 as	 those	 defined	 for	 the	 message	 type	




The	 second	 set	 of	 octets	 will	 set	 the	 sensor	 reading	
(sample)	 period	 for	 any	 number	 of	 sensors.	 	 As	 this	
sequence	of	 triplets	can	be	repeated	up	to	the	number	of	
sensors	configured	on	the	remote	monitor,	when	all	of	the	
sample	 time	 configuration	 values	 has	 been	 listed,	 a	
delimiter	 of	 five	 consecutive	 binary	 0	 octets	 (00000000)	
will	 be	 used	 to	 signify	 the	 end	 of	 this	 block	 of	 sensor	
triplets.	
	












































Sensors  5  1  5 
Sensor Reading 
Periods  3  40  120 
Delimiter  5  1  5 
Alarm 
Thresholds  6  80  480 
Delimiter  5  1  5 

























































This	message	 is	used	 to	set	 the	control	base	station	 for	a	
remote	 monitor.	 	 This	 could	 be	 required,	 for	 example,	
where	 a	 base	 is	 going	 to	 be	 decommissioned	 or	 will	 be	
unavailable	due	to	maintenance	or	outage,	and	allows	the	
current	 base	 to	 transfer	 control	 of	 in‐field	 monitors	 to	
another	base	station.	 	The	user	data	 in	 this	case	segment	
contains	four	sets	of	3	octet	values.			
	

































































The	display	message	 is	an	open	 format	message	which	 is	
used	by	a	system	where	remote	monitors	possess	display	
functionality.	 	 Our	 communications	 take	 no	 heed	 of	 the	
ability	 of	 the	 monitor	 to	 display	 the	 message,	 so	 it	 is	
obviously	a	requirement	of	 the	 implementation	to	ensure	





extend	 to	a	volume	as	big	as	 the	capacity	of	 the	message	



























data)	 the	 validity	 period	 may	 not	 be	 an	 issue,	 as	 the	 message	 will	 either	 be	
delivered	 or	 fail	 almost	 immediately	 (although	 Internet	 protocol	 packets	may	
take	different	 routes	 and	 so	be	delayed	 in	delivery).	 	However,	 in	deferred	or	
store‐and‐forward	 style	 communications	 mechanisms,	 there	 is	 no	 delivery	
guarantee	of	successful	delivery	and	no	guarantee	of	delivery	timeframe	[41‐43].		




When	 the	 remote	monitor	 receives	 the	 request	 to	 change	 its	 configuration,	 it	
should	process	the	request	and	respond	with	a	receipt	message	that	has	the	same	














the	 request	 within	 a	 period	 that	 is	 equivalent	 to	 the	 maximum	 of	 2	 validity	
periods	 plus	 a	 system	 defined	 processing	 buffer	 time	 allocated	 to	 allow	 the	
remote	monitor	to	receive,	decode,	apply	and	then	generate	the	receipt	for	this	































slow	 or	 busy	 hardware	 processing	 the	message,	 and	 our	 validity	 period	 for	 a	








A	 control	 message	 should	 only	 be	 applied	 by	 the	 monitor	 when	 it	 has	 been	
validated.	 	All	 of	 the	 checksums	must	be	 validated.	 	 The	message	 recipient	 ID	
should	 be	 matched	 to	 the	 current	 device,	 and	 the	 sender	 ID	 checked	 as	 an	



























Send a Control 
Message






























by	 the	 base‐station	 to	 the	 remote	monitor	 to	 confirm	 its	 configuration.	 	 This	
requires	support	for	a	message	to	request	and	confirm	the	current	configuration	
of	 a	 specific	 monitor.	 	 This	 is	 the	 purpose	 of	 the	 configuration	 confirmation	
request	and	response	messages	(types	6	and	7	or	198	and	199	in	table	12).	
This	confirmation	message	has	advantages	over	the	resend	of	the	configuration	










Message not delivered 
to recipient or delivered 






























In	 this	 scenario,	 the	 base	 should	 attempt	 retry	 of	 the	 original	 configuration	
message,	with	updated	generation	timestamp	and	ID’s	once	2VP+G	seconds	have	

































the	 base	 station.	 	 This	 is	 similar	 to	 the	 previous	 scenario,	 where	 the	 control	
message	 is	 never	 received	 by	 the	 remote	 monitor,	 but	 in	 this	 case	 the	
configuration	has	been	applied	by	the	remote	monitor	but	the	base	is	unaware.	
As	 per	 our	 assertion	 that	 all	 actions	need	 to	 be	 explicit,	 absolute	 and	definite	





the	 same	 configuration	 control	 message	 to	 a	 remote	 monitor	 where	 that	
configuration	 is	already	applied	should	have	no	adverse	effects	–	 in	effect,	 the	
same	 configuration	 would	 be	 reapplied	 and	 the	 only	 impact	 would	 be	 any	
interruptions	to	monitoring	service	while	the	configuration	is	applied.			












acknowledgement	 of	 receiving	 and	 applying	 a	 control	message	 and	what	was	
applied.			
When	sending	a	control	message	response,	the	message	type	field	should	be	set	
to	 the	 Configuration	 Confirmation	 Response	 value	 of	 00000111	 (or	 the	
associated	receipted	value)	as	per	table	12.		The	control	message	response	is	not	
the	same	as	a	 receipt	message	 that	 is	discussed	 in	 the	 following	chapter.	 	The	

































































applied	 using	 the	 same	 format	 as	 the	 original	 configuration	 control	 request	
message.	 	 The	 response	 is	 generated	 once	 the	 configuration	 is	 applied,	 and	
































10	 Validity	Period	 VAPD 3 Set	 to	 the	 validity	
period	 for	 a	 control	
message	(see	Setting	
an	 appropriate	
validity	 period	 for	 a	
control	 message	
above)	







































































































of	 sensors	 configured	 on	 the	 remote	 monitor,	 when	 all	 of	 the	 sample	 time	
configuration	 values	have	been	 listed,	 a	 delimiter	 of	 five	 consecutive	binary‐0	
octets	(00000000)	will	be	used	to	signify	the	end	of	this	block	of	sensor	triplets.	



















The	 requirement	 is	 to	 report	 only	 configured	 and	 physically	 present	 sensors.		






remote	 monitor	 has	 actually	 reported	 each	 sensor.	 	 This	 leads	 us	 to	 an	
assumption	 that	 the	 base	 station	 must	 maintain	 the	 fundamental	 sensor	
configuration	 for	 each	 remote	 monitor	 in	 order	 to	 verify	 such	 messages	 and	
































application	 to	manage	 a	 database	 of	 the	 “known	 configuration”	 of	 the	 remote	
monitors.	 	 When	 a	 configuration	 change	 is	 requested,	 that	 change	 must	 be	
tracked	 to	 ensure	 that	 what	 is	 confirmed	 by	 remote	 monitor	 is	 what	 was	
requested	by	the	base	station	in	the	first	place.	
This	 will	 require	 the	 application	 to	 implement	 some	 form	 of	 configuration	
database	to	manage	the	configurations	of	the	remote	monitors.		This	is	not	seen	













































in	 this	 chapter.	 	 A	 sample	 of	 the	 generator	 form,	 allowing	 for	 the	 various	




















reception	 and	 successful	 transmission	 with	 reception	 outside	 of	 the	 2VP	 +	 G	
timeframe.	
In	each	case,	the	message	sent	was	decoded	and	validated	for	content	based	on	





The	 results	 of	 the	 testing	 for	 140	 test	 messages	 showed	 that	 transmission	
characteristics	and	message	handling	were	as	expected	and	defined	above.	 	As	

























encryption,	 identification	 and	 robustness	 of	 data	 as	 they	 are	 not	 specifically	
discussed	in	the	nature	of	the	proposed	bio‐monitoring	systems.		For	messages	







While	 we	 can	 take	 additional	 benefit	 from	 capabilities	 supplied	 by	 specific	
carriers	(i.e.	encryption	of	transmission,	inherent	identification	capabilities)	we	
cannot	rely	on	such	capabilities	across	our	proposed	set	of	carriers	as	they	are	




robustness	 and	 security	 considerations	 for	 a	 bio‐monitoring	 solution.	 We	
evaluate	 the	 implementation	 of	 a	 carrier	 agnostic	 model	 to	 facilitate	 such	
attributes	 that	 does	 not	 rely	 on	 specific	 capabilities	 of	 any	 one	 carrier	 (for	
example,	we	cannot	assume	GSM	mobile	data	encryption	is	present).		However,	









We	 evaluate	 the	 actions	 of	 the	 system	where	 data	 becomes	 lost	 or	 corrupted	
during	 transmission,	 either	 through	 inaccurate	or	 incomplete	 transmission,	or	
through	 a	 fault	 in	 the	 transmission	 signal‐path.	 	 We	 propose	 mechanisms	







[80],	 the	 bits	 and	 bytes	 that	 we	 generate	 as	 a	 by‐product	 of	 our	 data	











































[86]	 [87].	 Given	 our	 carrier	 agnostic	 approach,	 we	must	 consider	 the	 cost	 of	
encryption	 both	 in	 terms	 of	 processing	 and	 data	 capacity	 overheads.	 	 We	
discussed	 security	 considerations	 for	 bio‐monitoring	 systems	 in	 our	 earlier	
paper	 [88].	 However,	 before	 we	 look	 at	 pervasive	 encryption	 functionality	





that	 the	 message	 packet	 does	 not	 contain	 any	 information	 that	 specifically	
identifies	a	user	within	 the	message	header.	The	header	 fields	relate	 to	either	
system	 constructs	 (message	 type,	message	 format,	 application	 ID,	message	 ID	
etc.),	 device	 identifiers	 (sender	 ID,	 recipient	 ID)	 or	 message‐specific	
characteristics	(validity	period,	receipt	requirement	and	the	checksums).			










details	 of	 the	 configuration	 of	 the	 overarching	 application	 making	 use	 of	 the	






Despite	 the	 obfuscated	 nature	 of	 the	 header,	 the	 user	 data	 segment	may	 still	
provide	a	risk	of	exposing	personal	information.		The	user	data	segment	is	“a	free	
form	 binary	 data	 store	which	 can	 be	 put	 to	 a	 number	 of	 uses”.	 	We	 propose	
specific	uses	of	the	data	segment	in	this	work.			In	some	message	types,	the	user	
data	 segment	 may	 therefore	 contain	 personal	 bio‐monitoring	 information	
relating	to	the	subject	being	monitored.			







agnostic	 as	 to	 how	 the	 application	 using	 the	messaging	 format	 uses	 the	 data	
segment.	 	However,	to	evaluate	whether	this	data	is	at	risk,	 let	us	assume	that	




























































reliance	 on	 the	 attacker	 “understanding”	 or	 deducing	 how	 the	 data	 had	 been	












“Respiration	 Rate	 32BPM”	 as	 binary	 coded	 ASCII	 (i.e.	 22	 octets	 vs	 3	 for	 our	




















the	User	Data	 Segment	 Encryption	 ID.	 	 This	 facilitates	 the	 identification	 of	 an	
encryption	type	for	the	user	data	segment,	while	allowing	an	application	using	




































against	 the	 overhead	 of	 applying	 the	 encryption	 on	 both	 processing	 and	 data	







2. The	 encryption	 algorithm	 should	 require	 a	 low	 overhead.	 	 When	
encrypting	the	user	data	segment,	the	number	of	additional	octets	of	data	






This	 should	 consider	 factors	 such	 as	 data	 obfuscation	 and	 the	
interpretability	of	the	data	if	a	message	was	to	be	intercepted.		In	a	bio‐
monitoring	application,	the	data	in	a	message	may	not	be	easily	linked	to	
a	 specific	 monitoring	 subject	 without	 access	 to	 the	 underlying	
configuration	of	the	application.			
4. Given	 the	 remote	 monitoring	 system	 may	 utilise	 a	 low	 power	 set	 of	







for	 the	 encryption/decryption	 of	 user	 data	 to	 require	 significant	
additional	processing	time	before	the	unencrypted	data	can	be	accessed	
and	the	message	actioned.	




















During	 initial	 testing,	 it	was	noted	 that	 there	was	 a	 “warm	up”	period	 for	 the	
application	to	create	the	various	encryption	runtimes	(an	artefact	of	how	.NET	
applications	 work).	 	 As	 such,	 the	 test	 application	 was	 run	 several	 times	 to	
establish	a	benchmark,	and	then	measurements	were	taken	once	the	encryption	
time	readings	became	consistent.		The	test	application	used	the	system	clock	at	





interface.	 	At	 the	conclusion	of	 the	encryption	process,	 the	encrypted	message	















320	 236	 336	 236	
Encryption	
time	
11522ms	 11ms	 3ms	 26ms	
Table 34. Overhead	values	from	encryption	test	
There	is	an	overhead	of	anywhere	from	47%	through	to	110%	in	terms	of	data	
capacity	 impact	 of	 encrypting	 the	 message.	 	 The	 encryption	 also	 adds	 a	
measurable	 delay	 of	 anywhere	 from	 3ms	 through	 to	 over	 11	 seconds	 for	 the	
encryption	processing	of	 the	message	depending	on	the	type	of	encryption.	 	 It	






These	 overheads	 must	 be	 considered	 by	 the	 application	 making	 use	 of	 the	
encryption	 in	 the	 context	 of	 the	 ability	 to	 rapidly	 raise	 and	 send	 medical	





remote	 monitors	 with	 limited	 CPU	 power.	 	 However,	 none	 of	 these	 impacts	




























































The	 Device	 ID	 is	 a	 24‐bit	 number	 allocated	 to	 a	 specific	 device.	 	 In	 terms	 of	
establishing	trust,	while	the	ID	can	in	theory	identify	more	than	16	million	unique	




where	 it	 is	exactly	divisible	by	some	nominated	integer.	 	Alternatively,	remote	

















action	 a	message.	 	When	 receiving	 a	message,	we	noted	 in	 chapter	 4	 that	 the	
receiver	should	check	the	receiver	ID	in	the	message	header	equates	to	its	own	
ID	value	prior	to	actioning	the	message.		The	receiver	ID,	like	the	sender	ID,	could	

























support	 from	additional	message	 types	 if	 required	(for	example,	 to	generate	a	
new	token	by	re‐authenticating	a	remote	monitor).		However,	for	our	purposes,	
we	 propose	 that	 the	 fields	 are	 use	 in	 concert	 to	 allow	 the	 identification	 of	
messages	 lost	 or	 inserted	 into	 the	 network,	 for	 an	 additional	 level	 of	 trust	 in	
message	transmissions.	
Identifying	if	messages	are	lost	or	added	to	the	network	































1 1 2 1	
2 1 2 2	
3 1 3 1	
4 1 2 3	
5 1 3 2	
6 1 3 3	
7 1 3 4	





to	 identify	where	a	message	has	 gone	missing	during	a	 conversation	between	
itself	and	a	specific	discrete	recipient.		If	an	ID	is	missed,	then	a	message	has	been	
lost.	 as	 the	 message	 ID	 between	 a	 specific	 sender	 and	 receiver	 pair	 would	





that	 what	 was	 sent	 is	 the	 same	 as	 what	 was	 received	 –	 that	 is	 to	 ensure	
transmission	 accuracy.	 	 Corruption,	 errors	 in	 transcription,	 deliberate	




















































calculation	 of	 Adler	 32	 is	 included	 in	 the	 appendices	 of	 this	 document	 (refer	
Appendix	A).	
The	message	checksum	fields	
The	 protocol	 header	 includes	 three	 checksum	 fields.	 	 The	 header	 checksum	
provides	 integrity	checking	over	the	header	of	 the	message.	 	This	checksum	is	





The	 message	 checksum	 is	 calculated	 over	 the	 entire	 message	 including	 the	
previous	 two	 checksums.	 	 The	 checksum	 is	 generated	 by	 first	 setting	 the	


































In	 carrier	 agnostic	 medical	 telemetry,	 it	 is	 not	 appropriate	 for	 us	 to	 simply	









To	ensure	delivery	has	occurred,	we	 should	be	 able	 to	 request	 a	 receipt	 for	 a	
message	independently	of	the	carrier	we	are	using.		We	defined	message	types	in	
table	 12	 to	 incorporate	 both	 a	 standard	 form	 of	 each	message,	 and	 a	 variant	




































































monitoring	 application	 should	 support	 an	 ability	 to	 detect	 a	 lost	monitor.	 For	
example,	 consider	 cases	 of	 hardware	 failure,	 battery	 drain,	 entering	 a	
transmission	blackspot,	area	of	interference,	and	so	on.		How	do	we	determine	a	
monitor	is	not	currently	actively	part	of	the	network?	
To	ensure	our	monitors	 are	all	 active,	 a	 regular	 “hello”	or	keep‐alive	message	
should	be	sent	 from	each	remote	monitor.	 	This	would	be	a	remote	originated	
message	sent	by	the	monitor	on	a	scheduled	basis.		The	maximum	period	between	
































 Incremental	 message	 ID	 values	 for	 conversations	 between	 sender	 and	
receiver	pairs	






01,	 sender	 01,	 recipient	 15,	 message	 ID	 01,	 with	 appropriate	 generation	
timestamps	and	a	validity	period	of	256	seconds.		The	user	data	segment	was	our	


































































The	 test	 was	 repeated	 for	 the	 other	 proposed	 encryption	 types,	 with	 similar	
results.	
Incremental	message	ID	values	






































































The	system	can	 identify	whether	the	 incrementally	previous	message	exists	 in	
the	database.	
Alternatively,	the	system	could	query	the	maximum	ID	of	the	messages	between	
this	sender/receiver	pair,	and	determine	 if	 that	 ID	 is	suitable	 for	 the	expected	
sequence	of	messages:	















Decode	of	intact	message	  	 
Decode	 of	 message	 with	 1‐bit	
variance	in	user	data	 ×	 	 ×	
Decode	 of	 message	 with	 1‐bit	
variance	in	header	 ×	 ×	 	
Decode	 of	message	with	 4	mirrored	
bits	in	user	data	 ×	 	 ×	
Decode	 of	message	with	 4	mirrored	
bits	in	header	 ×	 ×	 	
Decode	 of	 message	 with	 random	










Decode	 of	 message	 with	 random	
changes	to	user	data	 ×	 	 ×	
Decode	 of	 message	 with	
modifications	to	header	checksum	 ×	 ×	 	
Decode	 of	 message	 with	
modifications	to	user	data	checksum	 ×	 	 ×	
Decode	 of	 message	 with	









message	 was	 encoded	 using	 the	 standard	 and	 receipt	 variants	 of	 the	 remote	
originated	message	 (message	 types	1	and	193	 respectively).	 	On	decoding	 the	
message	 packet,	 the	 software	 was	 able,	 on	 each	 test,	 to	 correctly	 determine	








































solution	 addresses	 two	 of	 the	 requirements	 and	 associated	 performance	
indicators	identified	in	table	1.	
Through	 the	 discussed	 obfuscation	 of	 the	 header,	 and	 the	 facilitation	 of	
encryption	 we	 facilitate	 provision	 of	 a	 secure	 solution	 that	 can	 protect	 the	




Through	 the	 provision	 of	 message	 identification	 attributes	 and	 the	
“conversation”	style	use	of	ID	values,	as	well	as	through	the	support	of	the	three	
data	checksums,	we	 facilitate	robust	communications	with	data	assurance	and	
the	 ability	 to	 identify	 missing	 messages	 in	 the	 system.	 	 The	 addition	 of	 the	
proposed	keep‐alive	process	further	support	robust	communication	by	allowing	




















is	 to	be	used	 in	 situations	where	 the	 remote	monitor	has	a	priority	 issue	 that	
needs	to	be	processed,	overriding	any	other	activities	within	the	system.			
The	alarm	message	might	be	used	for	a	variety	of	purposes.			We	earlier	discussed	






The	alarm	message	has	 its	own	discrete	message	 type,	and	uses	 the	user	data	
segment	to	transmit	alarm	data	in	order	to	minimise	the	use	of	header	octets	(for	
a	 discussion	 of	 the	 reasoning	 for	 this,	 refer	 to	 chapter	 6	 around	 the	 control	




























1	 0000000000000001 Low	 Power	 Alarm	 –	 the	 monitor	 is	
experiencing	 a	 low	 power	 state	 and	 the	
alarm	highlights	 that	 either	 sensors	or	 the	





2	 0000000000000010 Hardware	 Alarm	 –	 the	 monitor	 has	
identified	 a	 hardware	 issue	 and	 the	 UDSG	
identified	the	nature	of	the	issue.	
3	 0000000000000011 Carrier	Alarm – the	monitor	has	 identified	
an	 ongoing	 carrier	 issue	 –	 i.e.	 that	 the	
monitor	 is	 continuously	 unable	 to	 connect	
to	 one	 of	 the	 carrier	 devices.	 	 The	 UDSG	
would	identify	the	carrier	and	nature	of	the	
issue.	
65535	 1111111111111111 Threshold	 alarm	 –	 the	 bio	 monitor	 has	
sensed	a	particular	sensor	value	that	crosses	
one	of	the	defined	sensor	thresholds	for	this	
monitor	 (refer	 chapter	 5	 for	 details	 of	
setting	 sensor	 thresholds).	 	 The	 user	 data	





a	 remote	 monitor	 that	 may	 be	 in	 danger	 of	 going	 off	 line	 due	 to	 low	 power	






base	 in	 order	 that	 the	monitoring	 team	can	 act	 on	 to	 remediate	 any	potential	
issues	arising	from	this	scenario.	
The	low	power	alarm	message	will	be	sent	with	the	first	two	octets	of	the	user	
data	 segment	defined	as	 the	16‐bit	 value	1	–	0000000000000001.	 	Additional	
octets	can	then	be	used	to	determine	which	element	of	the	system	is	entering	a	
low	power	state.		For	example,	on	the	basis	of	our	proposed	configuration	scheme	
























































































setting	 the	 hardware	 alarm	 type,	 the	 third	 octet	 stating	 this	 is	 a	 Bluetooth	












so	 SMS	 and	 MMS	 or	 Mobile	 Internet	 may	 not	 be	 the	 best	 signal	 path	 for	 a	
particular	 remote	monitor).	 	 Such	 a	message	might	 allow	 the	 base	 station	 to	






























































In	 the	 context	 of	 our	 bio‐monitoring	 system,	 the	 threshold	 alarm	 is	 the	most	










of	sensor	reading	 in	 the	case	of	a	specific	patient	would	appear	 to	be	a	highly	
useful	 capability	 for	 a	 medical	 monitoring	 system	 [109].	 	 Our	 control	 and	
configuration	messages	proposed	a	method	to	set	these	ranges,	with	the	specific	
application	of	ranges	to	sensors	left	to	the	application	making	use	of	the	protocol.		







































the	alarm	while	 the	 threshold	value	persists,	 the	alarm	acknowledgement	and	








of	 the	base	acknowledging	the	alarm.	 	The	recipient	 ID	 is	 the	 ID	of	 the	station	
generating	 the	alarm.	 	All	of	 the	standard	header	 fields	are	 filled	 in	as	 for	any	
other	discrete	message.		The	information	for	the	acknowledgement	and	reset	is	




The	 first	 three	 octets	 of	 the	 user	 data	 segment	 encode	 the	message	 ID	 being	
acknowledged.		This	is	the	24‐bit	value	set	in	the	original	alarm	message	ID.	









the	 message	 being	 acknowledged	 is	 a	 hardware	 alarm,	 then	 octet(s)	 6	 …	 x	
contains	the	hardware	alarm	message	code	that	was	sent	(per	table	44).		If	the	
message	 being	 acknowledged	 is	 a	 carrier	 alarm,	 octet	 6	 contains	 the	 carrier	
generating	the	alarm,	and	octet	7	the	carrier	alarm	message	details	per	table	45	
and	46.	






it	 would	 turn	 off	 the	 alarm	 for	 that	 particular	 condition.	 	 Should	 the	 alarm	
retrigger	in	the	next	sample	period	(i.e.	the	threshold	is	once	again	crossed	during	
a	sensor	sample	or	 through	a	subsequent	hardware	 issue,	 for	example)	a	new	
alarm	would	be	transmitted.	
Finally,	as	the	acknowledgement	message	provides	the	user	with	the	ability	to	




























the	difference	between	 the	alarm	message	and	 the	 “regular”	messages	 in	each	
test.	





Depending	 on	 the	 nature	 of	 the	 carriers	 in	 use,	 there	 is	 no	 “native”	 method	



























The	 alarm	 message	 supplements	 and	 enhances	 the	 features	 of	 our	
communications	protocol	in	a	number	of	ways.		It	contributes	to	our	requirement	
for	 robust	 communications	 by	 providing	 applications	 with	 a	 defined	 and	
structured	method	through	which	to	notify	the	base	station	of	alarm	conditions	
at	the	remote	monitor.			
The	 alarm	 message	 facilitates	 support	 for	 medical	 monitoring	 applications	
through	the	provision	of	specific	alarm	message	types	to	allow	the	identification	
of	medical	 emergency	alarms.	 	 It	 also	allows	 the	medical	monitor	 to	advise	of	
issues	 of	 concern	 with	 the	 underlying	 hardware,	 communications	 and	 other	
capabilities	to	ensure	the	base	station	can	best	communicate	with,	and	manage,	
the	remote	monitors.			
The	 ability	 of	 the	 alarm	 message	 to	 enhance	 the	 robustness	 of	 the	
communications	infrastructure	and	facilitate	medical	alarm	condition	reporting	
is	critical	 to	 the	protocol’s	use	 for	medical	monitoring,	and	 for	 this	 reason	the	







9. 	EVALUATION	OF	FEASIBILITY , 	 	
We	 evaluate	 whether	 carrier	 agnosticism	 is	 feasible	 for	 communications	 in	
medical	monitoring.	 	We	 look	at	 the	potential	 to	 implement	a	 carrier	agnostic	
solution,	and	examine	some	practical	considerations	for	the	implementation	of	




9.1	 Is	 carrier	 agnosticism	 possible	 in	 medical	 monitoring	
systems?	







We	 demonstrated	 how	 the	 communications	 protocol	 can	 provide	 all	 of	 the	
















































































As	hardware	elements	 continue	 to	 evolve	 and	more	efficient	designs	 facilitate	
smaller	functional	packages,	we	believe	it	is	feasible	that	low	power,	small‐profile	
packages	to	provide	multiple	communications	functions	across	disparate	carriers	
in	 a	 small	 enough	 package	 that	 multi‐carrier	 support	 could	 be	 physically	
delivered	in	man‐portable	form.		This	is	certainly	the	case	with	mobile	telephone	
devices,	 where	 it	 is	 not	 unusual	 for	 a	 single	 Smartphone	 to	 provide	 802.11x	





communications	 (such	 as	 Internet,	 MMS	 and	 SMS)	 depending	 on	 the	
environment,	 the	 available	 connectivity	 and	 the	 nature	 of	 the	messages	 to	 be	
transmitted.	
Power	and	longevity	to	support	monitoring	activity	in	the	field	
A	 remote	 medical	 monitoring	 device	 might	 be	 deployed	 into	 the	 field	 for	 an	





medical	 monitor	 worn	 all	 day	 long,	 the	 device	 should	 be	 able	 to	 run	 all	 day	
without	the	subject	being	required	to	“recharge”.		
In	the	context	of	power	drain	and	longevity	of	operations,	the	more	devices	that	
we	use	on	a	monitor,	 the	greater	 the	overall	power	drain	 from	the	device.	 	As	
Mitcheson	 states,	 “there	 are	 clear	 trade‐offs	 between	 functionality,	 battery	
lifetime	and	battery	volume	for	wearable	and	implantable	wireless‐biosensors” 
[112]. The	wearable	monitoring	 system	must	 have	 sufficient	 power	 supply	 to	
meet	the	power	drain	of	all	of	its	components	and	address	the	demands	of	the	
proposed	activity	cycle	for	the	monitor	(i.e.	running	all	day	without	recharge).	
Given	 the	 possibility	 for	 extended	 monitoring,	 we	 do	 not	 believe	 that	 it	 is	
necessarily	feasible	to	have	a	remote	monitor	deployed	in	the	field	without	the	
need	 to	 recharge	 its	 power	 source	 over	 time.	 	 We	 would	 suggest	 that	 the	
requirements	of	such	a	system	in	the	field	would	be	similar	to	those	for	a	modern	
Smartphone:	







b) The	 weight	 and	 the	 nature	 of	 the	 battery	 must	 not	 interfere	 with	 the	
portability	of	the	monitor	or	its	usability.	
















In	 bio‐monitoring,	 the	 system	 must	 be	 man‐portable	 in	 a	 way	 that	 does	 not	
adversely	 impact	 the	 quality	 of	 life	 activities	 of	 the	 subject.	 	 For	 example,	 if	













If	 the	 bio‐monitoring	 system	 must	 be	 man‐portable	 and,	 as	 far	 as	 possible,	
unobtrusive	this	implies	that	that	the	form	factor	of	a	Smartphone,	or	other	small	
computing	 device,	 is	 likely	 ideal	 as	 the	 transceiver	 for	 the	 communications	
carriers.		Smartphones	contain	mechanisms	to	utilise	multiple	carriers	within	the	
one	 device,	 along	 with	 a	 power	 supply,	 processing	 capacity	 and	 data	 storage	
capabilities	through	either	flash	memory	or	on‐board	Flash	or	RAM.	
However,	 the	 use	 of	 a	 Smartphone	 potentially	 precludes	 the	 incorporation	 of	
radio	as	a	carrier,	as	phones,	while	making	use	of	some	part	of	the	radio	spectrum,	









However,	 radio	will	 require	additional	equipment	such	as	a	radio	antenna.	 	 In	
some	cases,	the	additional	size	and	weight	requirements	of	a	small	radio	modem	
setup	attached	to	the	monitor	may	outweigh	the	costs	of	that	device	in	terms	of	
additional	weight	 and	 bulk.	 	However,	 the	 value	 of	 the	 support	 for	 additional	
carriers	would	have	 to	be	determined	on	a	per	application	basis	based	on	 the	




various	 carriers	we	use	 to	 transmit	 information	must	be	 available	 in	 order	 to	
facilitate	 the	 communications	 backbone	 for	 each	 of	 the	 carriers.	 	 Most	 of	 the	
research	 in	 the	 field	 of	 bio‐monitoring	 systems	 assumes	 that	 communications	
infrastructure	 exists	 already	 to	 allow	 the	 selected	 carrier(s)	 to	 function.	 	We	
assume	that,	where	a	remote	wearable	monitor	is	used,	the	application	evaluates	





The	 supporting	 infrastructure	 for	 a	 monitoring	 system	 needs	 to	 be	 clearly	
identified,	 and	 the	 communications	 methods	 in	 use	 validated	 based	 on	 the	
capabilities	 that	 are	prevalent	within	 the	 environment	where	 the	 system	may	













In	 Appendix	 G,	 we	 show	 that	 GSM	 service	 coverage	 (the	 basis	 for	 many	
Smartphones	 and	 modems	 to	 provide	 mobile	 Internet)	 is	 not	 geographically	
pervasive.	 	 Our	 contention	 is	 that	 where	 there	 are	 no	 pervasive	 and	 reliable	











consistently	reliable,	 it	 is	possible	 for	an	organisation	 to	 implement	 their	own	
alternate	communications.	 	While	 it	may	not	be	 feasible	 for	an	organisation	to	
implement	 their	 own	 GSM	 services	 in	 a	 mobile	 phone	 “black	 spot”,	 radio	




on	 quasi‐private	 networks.	 	 These	 technologies	 can	 fill	 a	 gap	 where	 the	
infrastructure	 does	 not	 exist	 to	 provide	 consistently	 reliable	mobile	 Internet,	










in	 chapter	 8,	we	 further	 identified	 that	 the	 carrier	 selection	 process	 could	 be	







lack	 of	 a	 receipt	 for	 a	message	within	 a	 reasonable	 time	 (say	within	 the	 time	
denoted	 by	 our	 proposed	 2VP	 +	 G	 timeframe	 formula)	 allow	 the	 underlying	
application	to	either	retry	the	transmission	or	fail	over	to	another	carrier	based	


















patient	 or	 doctor	 would	 not	 need	 to	 worry	 about	 how	 or	 why	 a	 specific	
transmission	mechanism	was	selected	or	used.		If	transmission	or	receipt	failed,	
























RX900	radio	modem		 	 	 15g	




iPhone	7	smartphone	 	 	 138g	
Lithium	Ion	6600mAh	battery	 	 155g	
Total	raw	component	weight	 	 625g	
The	 weights	 of	 each	 component	 were	 sourced	 directly	 from	 manufacturer	
technical	specifications	of	product	specification	webpages.	










and	 telemetry,	 the	 basic	 principles	 are	 further	 illustration	 that	 carrier	
agnosticism,	 and	 the	 ability	 to	 transmit	 the	 same	 data	 over	 a	 variety	 of	
communication	methods,	is	operationally	feasible.	
The	software	
In	 terms	 of	 the	 ability	 to	 implement	 the	 software	 for	 handling	 the	 remote	
communications,	 fail	 over,	 message	 encoding,	 decoding	 and	 other	 protocol	
features,	 we	 have	 demonstrated	 and	 implemented	 software	 using	 Microsoft’s	
.NET	 platform	 that	 can	 implement	 many	 features	 of	 the	 message	 protocol,	
including	 encryption,	 generation	 of	 checksums,	 binary	 encoding	 of	 data,	
management	of	data	in	a	structured	header,	 integration	with	carrier	hardware	
and	message	decoding.			
For	 mobile,	 man‐portable	 implementations	 of	 such	 software,	 our	 current	
Smartphone	computing	capabilities	equivalent	to	recent	last‐generation	personal	


















to	 the	 nature	 of	 the	 task	 at	 hand.	 	 If	 we	 consider	 that	 a	 solution	 could	 be	
implemented	using	a	commercially	available	Smartphone	(and	this	is	backed	by	
other	research	in	the	field	–	see	[16]	for	example)	then	we	believe	that	there	is	no	
impediment	 to	 the	 implementation	 of	 an	 application	 using	 specialist	 medical	
hardware	to	provide	this	functionality	either.	
We	 believe	 that	 a	 medical	 monitoring	 solution	 using	 our	 communications	






























application	 takes	 a	 modular	 approach	 to	 the	 carrier	 incorporation	 via	 our	
suggestion	of	carrier	hardware	control	modules	that	implement	a	consistent	set	
of	 functions,	 this	 will	 allow	 the	 monitors	 in	 the	 field	 to	 adapt	 to	 their	 usage	
scenario	with	the	addition	of	carriers	as	requires.	
It	should	also	be	considered	that	a	multiple	carrier	approach	means	that	in	some	
cases,	 data	 transmissions	 may	 take	 longer	 to	 get	 from	 end	 to	 end	 of	 the	













Another	 issue	 to	be	considered	 is	 the	varying	capacity	of	different	carriers.	 	A	












impact	 with	 the	 native	 features	 of	 the	 underlying	 carriers.	 	 While	 our	
concatenation	process	is	internal	and	does	not	depend	on	the	native	capabilities	
of	 any	 carrier,	we	 can	 leverage	 the	 “safe”	native	 concatenation	of	 SMS	 to	 also	
extend	our	available	message	packet	size.		However,	the	consideration	needs	to	
be	 made	 that	 there	 are	 some	 carriers	 with	 capacity	 constraints	 and	 the	
application	using	such	carriers	should	consider	these	during	its	implementation.	
A	final	consideration	is	the	fact	that	some	of	our	carriers	will	provide	immediate	
feedback	 when	 a	 message	 cannot	 be	 delivered.	 	 For	 example,	 a	 serial	 data	
transmission	requires	a	handshake	before	data	can	be	sent,	and	the	sender	can	
determine	if	the	data	is	sent	correctly	through	the	appropriate	acknowledgement	






















agnostic	 communications	 backbone.	 	 The	 protocol	 provides	 internal	 self‐




validity	 of	 the	 message.	 	 The	 application	 does	 not	 need	 to	 have	 any	 specific	














defined	 header	 structure	 with	 no	 personally	 identifiable	 data,	 facilitates	





Requirement	 3	 for	 robust	 communications	 independent	 of	 the	 carrier	 is	
implemented	 through	 the	protocol’s	 independent	use	of	 a	number	of	message	
checksums,	and	 the	provision	of	message	sequence	and	 identification	 features	
that	 can	 be	 used	 to	 identify	messages	 in	 a	 conversation	 between	 sender	 and	
receiver,	and	determine	if	messages	are	lost	in	the	conversation	or	conversely	if	
they	are	duplicated	in	the	system.			






thus	 allowing	 the	 base	 to	 progressively	 adapt	 the	 carrier	 selection	 to	 suit	 the	
current	monitoring	conditions.	
Requirement	 5	 is	 addressed	 by	 the	 definition	 of	 the	 control	message	 and	 the	
ability	to	send	remote	configuration	from	authorised	sources	and	the	monitor’s	
ability	to	acknowledge	the	specific	configuration	that	was	applied.		The	capability	
is	 enhanced	 by	 the	 base’s	 capacity	 to	 query	 the	 configuration	 of	 the	 remote	
monitor	without	changing	it.	
Finally,	 in	 chapter	 9,	 we	 discussed	 the	 feasibility	 of	 a	 potential	 real‐world	
implementation	 of	 the	 protocol	 using	 commonly	 available	 hardware	 to	




In	 addressing	 each	 of	 the	 requirements,	 this	 thesis	 demonstrates	 that	 carrier	
agnostic	communications,	where	the	underlying	carrier	does	not	rely	on	a	single	
communication	media	or	backbone	such	as	Mobile	Internet,	are	both	possible	and	






as	 medical	 monitoring	 information.	 	 Carrier	 agnosticism	 removes	 the	










applications,	 adding	 new,	 or	 repurposing	 existing,	 sets	 of	 application	 specific	








The	 protocol	may	 be	 refined	 further	 by	 reducing	 the	 supported	 carriers,	 and	
therefore	 assuming	 additional	 common	 features	 that	 can	 be	 supplied	 by	 the	
carrier.		This	could	reduce	the	number	of	required	consistent	header	fields.		For	
example,	if	all	carriers	in	the	system	provide	encryption	natively,	there	may	be	
no	 need	 for	 the	 protocol	 to	 support	 an	 encryption	 ID	 and	 user	 data	 segment	
encryption	as	it	can	be	assumed	this	is	inherited	from	the	carriers.		Alternatively,	
if	 error	 detection	 provided	 by	 the	 supported	 carrier’s	 native	 capabilities	 is	
deemed	 suitable	 for	 the	 application’s	 purpose,	 the	 three	 message	 checksums	
might	be	reduced	to	one,	or	even	discarded	completely.	





research	 and	 development	 work	 in	 areas	 such	 as	 remote	 device	 control,	
telemetry	for	vehicles	and	production	systems,	and	applications	such	as	alarm	
monitoring	 and	 vehicle	 tracking.	 	 A	 refactoring	 of	 the	 fundamental	 use	 of	 the	
protocol	 may	 establish	 a	 need	 for	 certain	 fields	 to	 be	 added,	 or	 provide	 the	
opportunity	to	remove	fields	 from	the	consistent	message	header.	 	We	believe	
that	the	structured	field	based	format	of	the	protocol	lends	itself	to	this	sort	of	

















monitoring,	 and	 could	 be	 implemented	 in	 a	 real‐world	 application	 subject	 to	
certain	considerations	that	we	have	also.	
We	contend	that	there	is	significant	advantage	to	be	gained	by	considering	the	





























GSM	 Global	 System	 for	 Mobile	 communications,	 a	 common	
system	 for	 mobile	 telecommunications	 and	 the	 parent	
carrier	for	the	SMS	protocol	
HCHK	 Header	Checksum	











Octet	 In	 the	 binary	 system,	 an	 octet	 is	 a	 collection	 of	 8	 bits	 of	
information,	commonly	referred	to	as	a	byte	































we	 propose,	 the	 actual	 checksum	 calculation	 routines	 used	 by	 the	 message	
generation	and	decoding	may	actually	be	application	dependent.		However,	in	the	
case	of	our	communications,	we	need	to	ensure	a	balance	between	reliability	and	
capacity	use	 (by	 the	 checksum).	 	To	 this	 end,	we	have	 selected	 the	use	of	 the	
CRC32	or	Adler32	Checksums	as	they	offer	a	relatively	small	footprint	and	a	fairly	
high	level	of	error	detection	capability.			
Both	 Adler32	 and	 CRC32	 checksums	 offer	 “an	 extremely	 low	 probability	 of	
undetected	errors”	 [63].	 	CRC32	checksums	are	well	known	from	the	world	of	
computer	 disks	 and	 files	 integrity	 checks	 (as	 in	 the	 Cyclic	 Redundancy	 Check	
error	from	a	PC	reading	a	corrupted	CD‐ROM	or	disk	file).		However,	the	Adler32	
algorithm	 offers	 similar	 capabilities	 while	 remaining,	 according	 to	 its	 author,	
Mark	Adler,	“much	faster	than	the	CRC32	algorithm”	[63].	














Octet	#	 1	 2	 3	 4	 5	 6	 7	
Octet	
Value	








































B	value	 112	 323	 622	 998	 1440	 1637	 2178	
Table 47. Illustrating	the	use	of	the	Adler	32	Checksum	Algorithm	




that	our	checksum	will	never	have	 the	value	of	11111111	 in	any	of	 its	octets,	
which	allows	us	to	continue	to	reserve	this	value	 for	system	purposes	such	as	
field	delimiting).	














APPENDIX 	B: 	7‐BIT 	SMS	
ALPHABET	
The	 following	 table	 shows	 the	7	bit	SMS	Alphabet,	 as	defined	 in	 the	GSM	SMS	
standard	[42].		This	alphabet	should	be	used	for	the	7‐bit	packing	of	SMS	ASCII	
into	8‐bit	binary	data	segments.	
Hex	 Dec	 Character	name	 Character	
0×00	 0	 COMMERCIAL	AT	 @	
0×01	 1	 POUND	SIGN	 £	
0×02	 2	 DOLLAR	SIGN	 $	
0×03	 3	 YEN	SIGN	 ¥	
0×04	 4	 LATIN	SMALL	LETTER	E	WITH	GRAVE	 è	
0×05	 5	 LATIN	SMALL	LETTER	E	WITH	ACUTE	 é	
0×06	 6	 LATIN	SMALL	LETTER	U	WITH	GRAVE	 ù	
0×07	 7	 LATIN	SMALL	LETTER	I	WITH	GRAVE	 ì	
0×08	 8	 LATIN	SMALL	LETTER	O	WITH	GRAVE	 ò	
0×09	 9	 LATIN	CAPITAL	LETTER	C	WITH	CEDILLA	 Ç	
0×0A	 10	 LINE	FEED	
0×0B	 11	 LATIN	CAPITAL	LETTER	O	WITH	STROKE	 Ø	





0×0F	 15	 LATIN	SMALL	LETTER	A	WITH	RING	ABOVE	 å	
0×10	 16	 GREEK	CAPITAL	LETTER	DELTA	 Δ	
0×11	 17	 LOW	LINE	 _	




Hex	 Dec	 Character	name	 Character	
0×13	 19	 GREEK	CAPITAL	LETTER	GAMMA	 Γ	
0×14	 20	 GREEK	CAPITAL	LETTER	LAMBDA	 Λ	
0×15	 21	 GREEK	CAPITAL	LETTER	OMEGA	 Ω	
0×16	 22	 GREEK	CAPITAL	LETTER	PI	 Π	
0×17	 23	 GREEK	CAPITAL	LETTER	PSI	 Ψ	
0×18	 24	 GREEK	CAPITAL	LETTER	SIGMA	 Σ	
0×19	 25	 GREEK	CAPITAL	LETTER	THETA	 Θ	
0×1A	 26	 GREEK	CAPITAL	LETTER	XI	 Ξ	
0×1B	 27	 ESCAPE	TO	EXTENSION	TABLE		
0×1B0A	 27	10	 FORM	FEED	
0×1B14	 27	20	 CIRCUMFLEX	ACCENT	 ^	
0×1B28	 27	40	 LEFT	CURLY	BRACKET	 {	
0×1B29	 27	41	 RIGHT	CURLY	BRACKET	 }	
0×1B2F	 27	47	 REVERSE	SOLIDUS	(BACKSLASH)	 \	
0×1B3C	 27	60	 LEFT	SQUARE	BRACKET	 [	
0x1B3D	 27	61	 TILDE	 ~	
0x1B3E	 27	62	 RIGHT	SQUARE	BRACKET	 ]	




0×1C	 28	 LATIN	CAPITAL	LETTER	AE	 Æ	
0×1D	 29	 LATIN	SMALL	LETTER	AE	 æ	
0×1E	 30	 LATIN	SMALL	LETTER	SHARP	S	(German)	 ß	
0×1F	 31	 LATIN	CAPITAL	LETTER	E	WITH	ACUTE	 É	
0×20	 32	 SPACE	




Hex	 Dec	 Character	name	 Character	
0×22	 34	 QUOTATION	MARK	 “	
0×23	 35	 NUMBER	SIGN	 #	
0×24	 36	 CURRENCY	SIGN	 ¤	
0×25	 37	 PERCENT	SIGN	 %	
0×26	 38	 AMPERSAND	 &	
0×27	 39	 APOSTROPHE	 ‘	
0×28	 40	 LEFT	PARENTHESIS	 (	
0×29	 41	 RIGHT	PARENTHESIS	 )	
0×2A	 42	 ASTERISK	 *	
0×2B	 43	 PLUS	SIGN	 +	
0×2C	 44	 COMMA	 ,	
0×2D	 45	 HYPHEN‐MINUS	 ‐	
0×2E	 46	 FULL	STOP	 .	
0×2F	 47	 SOLIDUS	(SLASH)	 /	
0×30	 48	 DIGIT	ZERO	 0	
0×31	 49	 DIGIT	ONE	 1	
0×32	 50	 DIGIT	TWO	 2	
0×33	 51	 DIGIT	THREE	 3	
0×34	 52	 DIGIT	FOUR	 4	
0×35	 53	 DIGIT	FIVE	 5	
0×36	 54	 DIGIT	SIX	 6	
0×37	 55	 DIGIT	SEVEN	 7	
0×38	 56	 DIGIT	EIGHT	 8	
0×39	 57	 DIGIT	NINE	 9	
0×3A	 58	 COLON	 :	




Hex	 Dec	 Character	name	 Character	
0×3C	 60	 LESS‐THAN	SIGN	 <	
0×3D	 61	 EQUALS	SIGN	 =	
0×3E	 62	 GREATER‐THAN	SIGN	 >	
0×3F	 63	 QUESTION	MARK	 ?	
0×40	 64	 INVERTED	EXCLAMATION	MARK	 ¡	
0×41	 65	 LATIN	CAPITAL	LETTER	A	 A	
0×42	 66	 LATIN	CAPITAL	LETTER	B	 B	
0×43	 67	 LATIN	CAPITAL	LETTER	C	 C	
0×44	 68	 LATIN	CAPITAL	LETTER	D	 D	
0×45	 69	 LATIN	CAPITAL	LETTER	E	 E	
0×46	 70	 LATIN	CAPITAL	LETTER	F	 F	
0×47	 71	 LATIN	CAPITAL	LETTER	G	 G	
0×48	 72	 LATIN	CAPITAL	LETTER	H	 H	
0×49	 73	 LATIN	CAPITAL	LETTER	I	 I	
0×4A	 74	 LATIN	CAPITAL	LETTER	J	 J	
0×4B	 75	 LATIN	CAPITAL	LETTER	K	 K	
0×4C	 76	 LATIN	CAPITAL	LETTER	L	 L	
0×4D	 77	 LATIN	CAPITAL	LETTER	M	 M	
0×4E	 78	 LATIN	CAPITAL	LETTER	N	 N	
0×4F	 79	 LATIN	CAPITAL	LETTER	O	 O	
0×50	 80	 LATIN	CAPITAL	LETTER	P	 P	
0×51	 81	 LATIN	CAPITAL	LETTER	Q	 Q	
0×52	 82	 LATIN	CAPITAL	LETTER	R	 R	
0×53	 83	 LATIN	CAPITAL	LETTER	S	 S	
0×54	 84	 LATIN	CAPITAL	LETTER	T	 T	




Hex	 Dec	 Character	name	 Character	
0×56	 86	 LATIN	CAPITAL	LETTER	V	 V	
0×57	 87	 LATIN	CAPITAL	LETTER	W	 W	
0×58	 88	 LATIN	CAPITAL	LETTER	X	 X	
0×59	 89	 LATIN	CAPITAL	LETTER	Y	 Y	
0×5A	 90	 LATIN	CAPITAL	LETTER	Z	 Z	
0×5B	 91	 LATIN	CAPITAL	LETTER	A	WITH	DIAERESIS	 Ä	
0×5C	 92	 LATIN	CAPITAL	LETTER	O	WITH	DIAERESIS	 Ö	
0×5D	 93	 LATIN	CAPITAL	LETTER	N	WITH	TILDE	 Ñ	
0×5E	 94	 LATIN	CAPITAL	LETTER	U	WITH	DIAERESIS	 Ü	
0×5F	 95	 SECTION	SIGN	 §	
0×60	 96	 INVERTED	QUESTION	MARK	 ¿	
0×61	 97	 LATIN	SMALL	LETTER	A	 a	
0×62	 98	 LATIN	SMALL	LETTER	B	 b	
0×63	 99	 LATIN	SMALL	LETTER	C	 c	
0×64	 100	 LATIN	SMALL	LETTER	D	 d	
0×65	 101	 LATIN	SMALL	LETTER	E	 e	
0×66	 102	 LATIN	SMALL	LETTER	F	 f	
0×67	 103	 LATIN	SMALL	LETTER	G	 g	
0×68	 104	 LATIN	SMALL	LETTER	H	 h	
0×69	 105	 LATIN	SMALL	LETTER	I	 i	
0×6A	 106	 LATIN	SMALL	LETTER	J	 j	
0×6B	 107	 LATIN	SMALL	LETTER	K	 k	
0×6C	 108	 LATIN	SMALL	LETTER	L	 l	
0×6D	 109	 LATIN	SMALL	LETTER	M	 m	
0×6E	 110	 LATIN	SMALL	LETTER	N	 n	




Hex	 Dec	 Character	name	 Character	
0×70	 112	 LATIN	SMALL	LETTER	P	 p	
0×71	 113	 LATIN	SMALL	LETTER	Q	 q	
0×72	 114	 LATIN	SMALL	LETTER	R	 r	
0×73	 115	 LATIN	SMALL	LETTER	S	 s	
0×74	 116	 LATIN	SMALL	LETTER	T	 t	
0×75	 117	 LATIN	SMALL	LETTER	U	 u	
0×76	 118	 LATIN	SMALL	LETTER	V	 v	
0×77	 119	 LATIN	SMALL	LETTER	W	 w	
0×78	 120	 LATIN	SMALL	LETTER	X	 x	
0×79	 121	 LATIN	SMALL	LETTER	Y	 y	
0×7A	 122	 LATIN	SMALL	LETTER	Z	 z	
0×7B	 123	 LATIN	SMALL	LETTER	A	WITH	DIAERESIS	 ä	
0×7C	 124	 LATIN	SMALL	LETTER	O	WITH	DIAERESIS	 ö	
0×7D	 125	 LATIN	SMALL	LETTER	N	WITH	TILDE	 ñ	
0×7E	 126	 LATIN	SMALL	LETTER	U	WITH	DIAERESIS	 ü	






APPENDIX 	C : 	7‐BIT 	PACKED	ASCII 	
FORMAT	
7	 bit	 ASCII‐encoded	 text	 (or	 7	 bit	 packed	 ASCII)	 is	 defined	 by	 the	 GSM	 SMS	
Standard	[41].		The	reason	for	the	development	of	the	7‐bit	packing	method	was	
to	maximise	the	number	of	characters	that	could	be	sent	 in	an	SMS	containing	
140	 octets	 of	 data.	 	 Standard	 ASCII	 is	 a	 7‐bit	 code,	 and	 by	 packing	 the	 7	 bit	




1120	ܾ݅ݐݏ	 ൊ 7	ܾ݅ݐݏ ൌ 160	7	ܾ݅ݐ	݄ܿܽݎܽܿݐ݁ݎݏ	
7‐bit	encoding	of	an	SMS	is	used	to	send	plain	text	messages	and	is	used	in	English	






























8	 7	 6	 5	 4	 3	 2	 1	

















The	 e	 character	 now	 requires	 an	 additional	 6	 bits	 to	 encode	 (110010)	 after	
donating	 the	 least	 significant	 bit	 to	 the	 packing	 of	 H.	 	 The	 packing	 algorithm	
encodes	this	into	the	next	octet,	and	then	takes	two	bits	from	the	next	character,	
l	(1101100),	00,	and	adds	these	at	the	most	significant	 locations	in	the	second	
octet	 for	a	result	of	00110010.	 	The	remaining	bits	of	 the	7‐bit	 l	character	are	
therefore	5	bits	(11011)	long,	and	as	the	process	is	repeated	we	encode	these	5	





























































































































































































































































































































































































































































































































































































































































































































































































APPENDIX 	F : 	CODE	SAMPLES	FOR	
MESSAGE	VALIDATION	
Message	 validation	 required	 the	 ability	 to	 encode	 and	 decode	 messages	












































































































































































































































































































































different	 parts	 of	 the	 world.	 	We	 evaluate	 the	 availability	 of	 the	 connectivity	
required	to	provide	such	a	connection,	and	discuss	whether	the	assumption	of	




As	 demonstrated	 in	 the	 literature	 review,	 many	 of	 the	 systems	 proposed	 or	
developed	in	the	context	of	the	current	research	in	the	field	assume	that	there	is	
an	“always	on”	Internet	connection	that	is	fundamentally	present	as	part	of	the	
operating	 environment.	 	 In	many	 cases,	 this	 is	 proposed	 as	 a	mobile	 Internet	





We	would	 readily	 concede	 that	 the	 presence	 of	 a	 ubiquitous	mobile	 Internet	
connection	has	many	advantages	 in	 such	a	 system.	 	Depending	on	 the	 type	of	
communications	used	over	the	Internet	(for	example	FTP,	HTTP,	web	services)	









need	 to	 be	 considered	 as	 an	 integral	 component	 of	 the	 solution	 that	must	 be	
delivered.		We	would	argue	that	the	assumption	of	the	always	on,	omnipresent	
and	ubiquitous	mobile	 Internet	connection	 is	not	valid	 for	all	environments	 in	
which	a	bio‐monitoring	system	may	operate.		In	addition,	given	mobile	Internet	
depends	on	mobile	telephone,	and	mobile	telephone	signals	can	be	attenuated	for	
a	 number	 of	 reasons	 which	 are	 outside	 of	 the	 control	 of	 the	 bio‐monitoring	
system,	we	would	further	assert	that	it	is	not	appropriate	to	assume	the	quality	





from	 a	 variety	 of	 sources.	 	 A	 good	 starting	 point	 is	 the	 website	
http://maps.mobileworldlive.com/network_info.php?nid=746&org_id=20&cid=
169	 which	 maintains	 a	 comprehensive	 list	 of	 coverage	 zones	 for	 carriers	
worldwide	and	regularly	updates	the	maps	that	it	provides.	
To	 illustrate	 our	 concerns	 about	 the	 assumption	 of	 having	 ubiquitous	mobile	
Internet	as	an	“infrastructure”	level	carrier	that	can	be	assumed	to	exist	for	the	





































Surely,	we	would	 argue,	 a	monitoring	 system	 depending	 on	 reliable	 coverage	
could	not	 reconcile	moderate	 coverage	near	 to	major	metropolitan	 centres	 as	




Furthermore,	mobile	 telecommunications	 coverage	 in	 Australia	 has,	 in	 recent	
times,	become	saturated	with	users	utilising	smartphones,	mobile	internet	and	
simple	 voice	 communications.	 	 Ainsworth	 [117],	 [118],	 and	 websites	 such	 as	
vodafail.com	outline	how,	despite	people	being	informed	that	there	is	coverage	





because	 network	 capacity	 is	 being	 consumed	 by	 increasing	 numbers	 of	 users	
while	 infrastructure	 is	 not	 keeping	 up	 with	 the	 ever‐growing	 demand.	 	 In	
addition,	 more	 and	 more	 people	 are	 switching	 to	 mobile	 only	 services,	









Where	 there	 are	 more	 users	 than	 available	 communications	 channels	 in	 the	
mobile	telephone	cell,	the	result	is	a	failure	to	connect	to	the	service	when	the	
user	wishes	to	transmit.		As	such,	we	have	two	problems	to	face	in	a	country	such	
as	 Australia.	 	 Network	 congestion	 (more	 users	 consuming	 than	 service	 entry	
points	 available)	 is	 one	 problem	 acknowledged	 by	 all	 the	 carriers,	 while	
geographic	 network	 service	 availability	 and	 coverage	 is	 apparent	 as	 an	 issue	
illustrated	by	the	coverage	maps.	
In	addition	to	 the	 issue	of	geographic	coverage,	 in	Australia,	mobile	 telephony	
may	cover	up	to	99%	of	the	population	“where	people	live”	but	not	necessarily	
all	 of	 the	 population,	 or	 all	 of	 the	 work‐places	 or	 travel	 destinations	 in	 the	
country.	 	 The	 following	 is	 an	 excerpt	 from	 the	 Department	 of	 Broadband,	


















“Inadequate	mobile	 phone	 coverage	 remains	 a	 significant	 issue	 for	 Australians	




Vodafone	Hutchison	Australia	 ‐	 collectively	 claim	 to	provide	mobile	 coverage	 to	
99	per	cent	 of	 the	 population	 (i.e.	 premises).	 	However,	 reflecting	 our	 country’s	









While	 99%	 of	 home	 population	 centres	 may	 be	 covered	 depending	 on	 the	
network	 you	 are	 consuming,	 only	 about	 25%	 of	 the	 geographic	 landmass	 is	
covered.	 	While	satellite	offers	an	alternative	with	100%	geographic	coverage,	
this	is	a	totally	different	infrastructure	requiring	different	hardware	and	far	more	














the	norm.	 	 If	we	 look	at	 the	coverage	 that	AT&T	mobile	offers	 in	 the	USA,	 the	




























As	 can	 be	 seen,	 large	 tracts	 of	 the	 South‐West,	Wales,	 and	 the	 North	 are	 left	
without	coverage.	 	Can	we	 therefore	say	 that	 the	access	 to	Vodafone	provides	
seamless	 access	 to	 mobile	 data	 services	 across	 the	 UK?	 	We	 believe	 that	 the	
answer	is	probably	not.	
As	 a	 final	 illustration	 of	 the	 coverage	 by	 carrier	 in	 those	 countries	 widely	
regarded	 as	 the	 “developed	 nations”,	 we	 are	 looking	 at	 Canada	 and	 the	 Bell	
Telecom	coverage.	 	As	can	be	seen	 from	the	below	excerpt,	geographically	 the	








of	 coverage	 and	 mobile	 network	 penetration	 into	 the	 marketplace.	 	 The	
counterpoint	to	this	argument	is	therefore	that	lesser	developed	countries	should	
exhibit	worse	coverage.		Is	this	the	case?		A	look	at	some	of	the	African	nations,	














If	 we	 move	 onto	 India,	 the	 coverage	 information	 available	 online	 shows	 an	
abundance	 of	 carriers,	many	 of	whom	 appear	 to	 provide	 coverage	 on	 strictly	
regional	basis.		In	the	main,	most	of	these	networks	are	not	currently	providing	
coverage	 maps	 (refer	 to	
http://maps.mobileworldlive.com/network.php?cid=172&cname=India),	 but	
some	 coverage	 information	 is	 available	 and	 again	 illustrates	 the	 lack	 of	
contiguous	 coverage	 from	 any	 one	 provider.	 	 However,	 coverage	 in	 India,	














Internet	 coverage	 in	 every	 country	we	 have	 examined.	 	 The	 potential	 lack	 of	




coverage	between	networks,	 and	 the	 lack	of	 an	overarching	 carrier	 continuity	
agreement	for	different	service	providers	to	transfer	“calls”	on	to	other	carriers	
in	adjacent	coverage	regions	also	 impacts	 the	pervasive	ability	of	services.	 	As	
such,	we	 believe	 that	 these	 coverage	maps	 are	 illustrative	 of	 the	 problems	 in	
making	a	fundamental	assumption	that	GSM	mobile	reception	and	GSM‐mobile‐
based	 Internet	 service	 can	 be	 used	 as	 a	 pervasive,	 always	 on	 model	 for	
connectivity,	wherever	you	may	be.	
Taking	 all	 of	 this	 into	 account,	 we	 do	 not	 believe	 that	 a	 standard	 mobile	
telephony‐based	 mobile	 Internet	 connection	 can	 be	 assumed	 to	 be	 an	
omnipresent	 and	 ubiquitous	 infrastructure	 that	 provides	 an	 “always	 on”	 and	
readily	 available	 connection	 option	 in	 all	 parts	 of	 the	 world.	 	 As	 such,	 this	
provides	a	clearly	defined	use	case	to	support	our	assertion	that	the	fundamental	
assumption	of	always‐on	pervasive	internet	for	mobile	bio‐monitoring	is	not	a	
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